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International Center for Enterprise Preparedness (InterCEP) 

Cognitive Behavioral Science Insights and the Future of Risk Management  

Web Forum 

 

On November 14, 2017, Sweta Chakraborty, Ph.D., former Associate Director at the Institute on Science 

for Global Policy led a discussion titled Cognitive Behavioral Science Insights and the Future of Risk 

Management. Among the topics included were: new challenges and the new risk normal, public 

perceptions of risk, and the role of cognitive behavioral science in informing risk communication. This 

document provides a summary of the presentation and discussion. 

 

Introduction 

What does the future of the planet look like? This is something risk professionals should try to imagine 

on a daily basis. Based on observed changes and trends that are taking place, how will businesses adapt, 

survive and thrive in a new normal? How will risk professionals allocate limited resources to address 

new risk challenges? Are insurers accurately pricing risks related to climate change?  

An important challenge that risk professionals need to face is that the reality of the risks we are dealing 

with is not aligned with public perceptions of risk and insurance. Cognitive behavioral science can close 

this gap.  

Let’s discuss what this new normal will look like. There are five areas that are changing the risk 

landscape:   

 Climate change: changes in the climate are resulting in increased frequency and intensity of natural 

hazards, including droughts, severe storms and sea level rise, and these changes increase supply 

chain vulnerabilities.  

 Food security: will there be enough food to feed an additional two billion people? How will food 

productions affect food availability and what will be the impact on transport and trade?  

 Water scarcity: this is the most extracted natural resource on earth, and water scarcity is being 

exacerbated by climate change, with agriculture using about 75% of the planet’s water. 

 Pandemics: changes in infrastructure have facilitated the movement of goods and people and this 

can result in the rapid spread of contagious diseases. 

 Overpopulation: a large percentage of the 2+ billion people increase expected by 2050 will take 

place in poor countries.  
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The Role of Behavioral Science 

Behavioral science provides important insights about individual, group and organizational behavior, as 

well as, the limitations of human decision-making ability. It helps us understand that the way people 

make decisions is typically not by looking at all the available options and considering alternatives. It’s 

usually a rule of thumbs approach that involves heuristics and looking at patterns.  

Individuals tend to break down complex tasks and rely on bounded rationality to arrive at satisfactory 

solutions that do not require too much computation. The main point is that when it comes to solving 

problems people tend to use a rule of thumb approach. An example of how this affects decision-making 

can be observed in terms of how you frame an issue when you put a decision forward. If you frame it as 

losses versus gains, you may obtain a different decision that if you frame it in an entirely positive way.  

Anchoring and adjustment also shows how people process information. In asking people to estimate 

the height of the Washington Monument, for example, you can obtain different answers from two 

groups by giving them different initial numbers to work with. The group given the lower number will 

usually guess a lower figure.  

Satisficing describes a decision-making process that results in something people can live with, and the 

way people can come to terms with and navigate changing risks.  

Behavioral and cognitive science also provide insights into differences in risk perception. There are 

significant differences, for example, between what a lay audience perceives as risky and what experts 

perceive as risky. The public may not appreciate the risks involved with texting while driving a car and 

may instead consider airplane travel to be risky, whereas experts may think the opposite.   

The human mind has various values that play into informing risks. How natural is the risk? Is it 

manmade? How much can we control the risk? Who is vulnerable to it? What is the catastrophic 

potential? People tend to assign greater risk for manmade disasters.   

In some cases, like climate change, there are differences in the way people view the risks. Experts are 

providing doom and gloom scenarios but they also note that there are technologies available that can 

begin to address these problems. However, even though experts are saying we will face huge risks and 

problems from climate change, there is a backlash among many people against potential solutions. 

Addressing these differences in risk perceptions will be critical to obtain public cooperation in dealing 

with these changes.   

Another example of differences in risk perception between the public and experts is in the area of 

genetically modified organisms. Products like enhanced rice that have been engineered to include beta-

keratin could help address nutritional deficits. However, the label of “genetically modified” has hurt this 

type of product as the public is fearful of consuming them.  

Sometimes these differences in perceived versus real risks are caused when there are communications 

failures and the public loses the trust of industry or government agencies.  This can happen, for 

example, when the public views companies as putting profits over public safety concerns. Even though 
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science and industry tend to be aligned, sometimes these topics are politicized and the public may lose 

trust.   

A failure to manage trust is also a failure to manage risk. What do we do to reverse the type of 

questioning of science we are seeing in areas like climate change? A key action is to bring stakeholders 

together.  

Communication is critical when discussing risk. People may not understand the difference between parts 

per million and parts per billion. Even though things may be safe they may still perceive products as risky 

if they don’t understand risk messages.   

How do we handle communication? Appropriate analyses have to be done. Communications specialists 

are usually tasked with delivering information, but there are usually very little resources set aside for 

assessing how information is interpreted. This matters because you don’t want people to overreact or 

underreact. Managing that discrepancy, closing the gap, managing perceptions of risk, these actions will 

reduce costs for an organization.  

 

Key questions to ask about communicating risk: 

 What does the target audience understand about the risk in question? 

 What misconceptions do they have? 

 What does the target audience want to know about the risk? Does the target audience consider the 

risk to be high or low?  

 What are the target audiences’ specific concerns and perceptions? For example, who does the 

target audience perceive to be most vulnerable to the risk? 

 How does the target audience prefer to receive information about risks? Is it through scientists, 

NGOs, the media, or from an authoritative government official or spokesperson?  

 What sources of information does the target audience trust? Is it the media, scientists, food safety 

risk managers and communicators or NGOs? 

 Are the information sources and channels which are planned to be used accessible to the target 

audience?  

 

Take away points: 

 People want the truth, even if it is worrisome.  

 People can absorb only a limited amount of new information at a time. 

 People do not understand cumulative risks and fall prey to biases. 

 Emotions can cloud decision-making, but in predictable ways. 

 Even the most experienced communicators cannot accurately predict how their messages will be 

interpreted, especially with novel topics and unfamiliar audiences.  Therefore testing and evaluation 

are critical. 
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 People exaggerate their ability to predict other people’s behavior.  

 People generally make sensible decisions, but require relevant, accurate, timely and credible 

information 

 

Q&A 

Given the fact that we are an increasingly, complex, interdependent environment, are there one or two 

strategies that should be front of mind?  

To address the challenges we face, we need to work with the private sector, and we need everyone to 

bring aware and proactive risk management. This is true regardless of the different roles individuals play 

in an organization, and this will lead to overall cost savings. Organizations should also address 

perceptions or risk and assess how they can help close that gap between perception by the public and 

how experts view risk in different areas.   

 

In some areas, such as climate change, the public is presented with a lot of negative information that 

may lead many to think that no matter what they do, the problem will remain. Is there a need for 

narratives that include success stories to avoid this problem?  

Yes positive narratives are important, people don’t act on negative stories. The approach should be a 

call to action. We can thrive if we are proactive in our approach to risk management.    

 

Additional Resources 

 Consulting and speaking services: http://swetachakraborty.com/ 

 Institute on Science for Global Policy: http://scienceforglobalpolicy.org/ 
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