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International Center for Enterprise Preparedness (InterCEP) 

Civil Unrest, Flash Mobs, and Protests: A Private Sector Perspective  

Web Forum  

 

On August 10, 2017, InterCEP held a web forum on ways to address civil unrest, flash mobs, and protests 

when they impact private sector facilities. William Bernhjelm, Deputy Director of Security at Mall of 

America, provided some background and context for safety and security at Mall of America, which is 

located in Minnesota, and discussed several events related to these topics. He also shared some of the 

strategies his organization used to address them, as well as important lessons learned from these events 

that could apply to other private properties around the country. 

 

I. Mall of America: Background 

Mall of America was established 25 years ago, in August 1992. It is considered the number one tourist 

destination in the country. About 40 million people visit every year, and during peak times about 15,000 

people are employed there. The facilities include parking for about 12,500 vehicles, two hotels, 550 

tenants, a chapel, and an amusement park with 32 rides.   

On any given day there are about 100,000 people at Mall of America, and on a busy weekend, it has the 

equivalent population of the 5th or 6th largest city in Minnesota. Given the scale of the facility, Mall of 

America has a very significant security department, with an overall personnel of about 200 individuals. 

The mall uses a holistic approach to security.  

In addition to personnel in security uniforms there is a bike patrol, as well as other units that respond to 

a variety of incidents. A plain clothes counter-terrorism unit focuses on suspicious people, objects and 

vehicles. There is also a canine unit with 15 dogs that are used for explosives detection.  

The dispatch center at Mall of America runs like a 911 center, and also controls camera systems, handles 

fire alarm responses, as well as other calls for service, including cleaning and maintenance. In addition, 

the mall has a traffic unit to handle traffic congestion. 

Training for security staff is done In-house, as part of a training department that includes three full-time 

staff. Training typically involves a month of classroom work and 10-12 weeks of field work. In terms of 

security in the private sector, this model is pretty unique. The training is very thorough in order to allow 

officers to make their own decisions and use their discretion rather than constantly looking for guidance 

and calling a supervisor. 
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Mall of America has two additional security features that play a key role in the topics discussed as part 

of this web forum. One is an in-house intelligence analyst that examines what is happening in social 

media and relevant platforms. The other is a parental escort policy that is handled by part-time staff. 

This policy is a type of curfew that stipulates that on Friday and Saturday evenings, after 4 pm you have 

to be 16 or over to be walking around the mall by yourself. If you are less than 16 years old, you have to 

be accompanied by a parent or guardian. 

 

II. Mall of America’s history with civil unrest, protests and flash mobs 

In order to understand Mall of America’s approach to civil unrest, protests, and flash mobs, it is 

important to highlight that the mall is designated as private property not public property. This allows the 

Mall to have a policy that forbids protests and flash mobs on the premises.   

Despite its private property designation, the Mall of America has had a number of incidents that 

resulted in flash mobs, protests and civil unrest. Recently they saw an uptick in these incidents, starting 

with December 26, 2011. This is the busiest day of the year, with many families visiting from out of 

town, using gift cards, returning items, etc.  

On that day, staff saw rumors on social media that two famous rappers were at the Mall. The rumor 

spread very rapidly. At that time, the Mall did not have a social media monitoring facility. Hundreds and 

hundreds of teens started showing up and then fights began to break out. At some points there were 

ten fights at a time, and each fight involved 15-20 kids. The mall didn’t have adequate staff to break up 

all the fights because they were happening all over the facility.  

The police were called and responded with all the available squads. The mall was cleared out and 

temporarily closed for about a ½ hour. By then the damage had been done and many tenants closed 

early. A week later, social media messages suggested that the rumors about the rappers were all fake 

and were created as a distraction. The plan was to get a lot of people at the mall and to then flash rob 

people or stores.   

There were no injuries, other than a girl who was hit by a chair. Flash robbing did not happen as the mall 

was cleared out very rapidly.   

 

The next event was on December 29, 2012. It involved the group Idle No More, a Native American group 

that was upset about a resolution that passed in Canada allowing oil drilling to occur on sovereign 

territory. The group posted calls for the group to meet at Mall of America. The Mall reached out and 

pointed out that it did not allow protests in its premises. However, the feedback received was that the 

group was planning to go ahead anyway.   

The Mall developed a plan with the police. About 1,500 people arrived and shut down a court space. 

They began drumming, dancing, and lighting incense. The crowd grew so quickly that the plan in place 
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was not effective. Security personnel used bull horns to say the protest was not allowed there. But the 

Mall had no choice but to let it play out. It lasted about half an hour and there was significant business 

loss to tenants in that area. 

One year later the Mall got another indication that the same group would do something similar on New 

Year’s Eve. This time the Mall’s Intelligence Analyst caught it and notified management. The Mall 

responded by sending certified letters to the organizers of the group. These letters were also posted on 

social media. The message asked them not to show up. They were warned that they could get arrested. 

As a result of these messages, the group became fractured. Some did not want to go ahead with the 

protest, and some became more defiant, and said they were going to go anyway.  

The group in 2013 was significantly smaller than the group in 2012. About 25 people showed up. Two 

main organizers were arrested and both were subsequently convicted of trespassing.  

 

Another incident occurred on December 9, 2014. A post went up on Facebook announcing a Black Lives 

Matter protest in the rotunda of Mall of America. As in the previous case, the Mall’s Intelligence Analyst 

found it. The Mall then notified law enforcement and began working on a response plan. This included 

identifying the main organizers, sending certified letters asking them not protest at the Mall, explaining 

that those activities were not allowed at the Mall, and warning them that they could be arrested. This 

response only seemed to get more people interested in the protest. Between December 12 and 16, over 

three-thousand people said they would attend. There was a lot of social tension at the time with 

incidents in New York, Ferguson, etc. Local news began to interview them.  

The day before the planned protest, the Mall again told them not to show up. As part of the safety and 

security plan, the Mall had law enforcement personnel and contracted security companies to check 

bags, etc. There were signs on the exterior and interior of the Mall. People were warned that if they 

gathered they would have to leave. Mall personnel talked to tenants to discuss what was happening, 

and reminded them that a lock-down was a possibility as a result of the protest.  This was also done 

tenant-to-tenant. 

By 2 pm on December 19, 2014, the rotunda was packed. Messages were displayed on video, and 

through the loudspeaker. But there was no movement. Protesters were chanting and singing. Shortly 

after that, at 2:30 pm, there was a final warning, telling people they had to disperse or they would be 

subject to arrest. So people began to trickle out.  

But protesting continued outside and it was still disrupting business. On Level 2, twenty-six arrests were 

made, and of these, 24 were convicted.  

 

On December 2015 the group again notified the Mall that they planned to return. This time the story 

made national news. Restraining orders were filed against the organizers, and this strategy worked, but 
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again this became a national news item. When they arrived they were warned to leave, and they did. 

They went to the airport instead. Only five arrests were made during this incident at Mall of America.  

III. Lessons learned 

 

Social Media Monitoring. In 2011, the Mall did not have a social media monitoring center. By 2012 this 

had changed. The Mall started to monitor all social media feeds. About 96% of the role of social media 

monitoring is to communicate with customers who have questions, but it is also used for safety and 

security purposes.  

Parental Escort Policy. When the parental escort policy was first implemented in 1996, it was only on 

Fridays and Saturdays. Within one year of implementation the juvenile crime rate for the whole county 

dropped by 30%. In 2012, this policy was enforced on Black Friday and on Dec 26-31. It was enforced all 

day, not just in the evenings. As a result of this policy, over 2,600 teens under the age of 16 were turned 

away on Black Friday and over 4,000 were turned away on December 26.  

Initially there was concern that this type of policy would reduce business. Tenants were upset about it. 

But now attitudes have changed, and tenants would like to have this policy all day every day. This is 

because they know that the people that spend money don’t like to shop at the Mall if they think teens 

are going to be fighting and causing problems. 

There was no standard for the industry for this type of policy in 1996. As of 2016, over 80 shopping 

centers around the country had implemented a similar policy.  

Outreach. An important part of Mall of America’s strategy has been to reach out to public sector 

partners such as Bloomington Police Department, Mass Transit Police, FBI, DHS, TSA, Airport Police, 

Minneapolis Police Department, and many others. Collaborating with these agencies has helped the 

Mall develop preparedness and response plans.  

The ability to stay flexible is also important.  

Private property designation. In being designated private property, Mall of America had to choose to not 

allow any kind of protest. The Mall is unable to pick and choose what kind of protest they may allow and 

what is not allowed.  

 

Additional Resources 

Mall of America – Security Information: http://www.mallofamerica.com/guests/security 
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