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About The Metropolitan Resilience Network 
The Metropolitan Resilience Network is an innovative public - private initiative enabling more effective 
preparation for, response to, and recovery from the range of disruptions that increasingly impact the 
metro-New York region.  The Network enables businesses, government, and other stakeholders to 
collaborate and bring together a range of capabilities and resources to address shared risks. The 
Network is hosted by InterCEP and championed by the Port Authority of New York and New Jersey. 
 

About The Global Resilience Network 
The Global Resilience Network is a unique community of global corporations and their senior 
leadership who have responsibilities to address risks (both threats & opportunities) for their 
organizations on a worldwide basis and see the value of collaborating to address the increasingly 
uncertain global environment. The Network is hosted by and is a core initiative of the International 
Center for Enterprise Preparedness (InterCEP) at New York University. 
 

About the International Center for Enterprise Preparedness (InterCEP) 
New York University's International Center for Enterprise Preparedness (InterCEP) maintains a global 
outreach as the first academic center dedicated to organizational resilience and agility.  The center 
maintains a special focus on multi-party collaboration including business-to-business and public-private 
partnerships.  Founded in 1831, New York University is a global institution and the largest private 
university in the United States. The University includes fourteen schools and colleges, occupies six 
major centers in New York, and has facilities worldwide. 

 
About the Port Authority of New York & New Jersey 

The Port Authority of New York and New Jersey is a municipal corporate instrumentality and political 
subdivision of the States of New York and New Jersey. It is charged with providing transportation, 
terminal, and other facilities of trade and commerce within the Port District. The Port District 
comprises an area of about 1,500 square miles in both States, centering about New York Harbor. The 
Port District includes the Cities of New York and Yonkers in New York State, and the Cities of Newark, 
Jersey City, Bayonne, Hoboken, and Elizabeth in the State of New Jersey, and over 200 other 
municipalities, including all or part of seventeen counties, in the two States. The Authority manages 
and/or operates all of the region’s major commercial airports (Newark Liberty International (EWR), 
John F. Kennedy International (JFK), Teterboro (TEB), LaGuardia (LGA), and Stewart International (SWF) 
Airports), marine terminals in both New Jersey and New York (Ports Newark and Elizabeth (NJMT), 
Howland Hook, and Brooklyn Piers (NYMT)); and interstate tunnels and bridges (the Lincoln (LT) and 
Holland (HT) Tunnels; the George Washington (GWB), Bayonne (BB), and Goethals Bridges (GB); and 
the Outerbridge Crossing (OBX)), which are vital “Gateways to the Nation.”  Its facilities also include 
The Port Authority Trans-Hudson Corporation (PATH), a heavy-rail rapid transit system, operating 
twenty four hours a day, seven days a week, serving as a critical link in the New York-New Jersey 
transportation network.  
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The newly created Metropolitan Resilience Network (MRN) is comprised of members from the business sector, 
critical infrastructure, non-governmental organizations (NGOs), universities, and government agencies. The goal 
is to create a “network of networks” linking key stakeholders as well as identifying and engaging existing 
resilience organizations which currently address security, continuity, contingency planning, emergency 
preparedness, etc. The MRN will connect these communities and promote synergies and collaboration in 
disruptions to the operations of both public and private sector organizations. The MRN is being developed as an 
international prototype for public-private collaboration on shared risks.  
 
Acknowledging that resilience should be a collective process between the public and private sectors is critical for 
success. In disruptions, the private sector can leverage a variety of resources from hard assets such as goods, 
supplies, generators, etc., to soft assets such as expertise and capabilities in logistics as well as damage 
assessments and situational awareness. The government can play an important role in supporting the private 
sector by providing information (including status and both current and planned actions), waivers, and active 
coordination. As part of the MRN, InterCEP and other partners of this initiative will enable greater 
communication and collaboration between the public and the private sectors.  
 
Initial activities of the MRN include the following:  

 Monthly Risk-Focused Web Forums providing expert briefings on key risks and their potential impacts on 
operations  

 Sharing of planning assumptions between public and private sectors on key threats  

 Best practices resource enabling easy access to actionable strategies to address threats 

 Joint in-person forums / exercises with regional stakeholders 

 Robust communications & collaboration platform for information sharing and active coordination before, 
during, and after disruptions 

 Embedding of the private sector in PA Emergency Operations Center (EOC) 

 Annual Special Projects: Year one to include Key Principles & Framework for Organizational Resilience; 
Operational Picture of External Dependencies  

 
New Situational Intelligence & Information Sharing Platform in Development 
One of the objectives of the Metropolitan Resilience Network (MRN) is to identify information that is relevant to 
and actionable by those with operational responsibilities in disruptions and to bring it together in a single 
platform that is user-friendly and easy to access. An online platform, TIES for Microsoft CityNext, is currently 
being evaluated for this purpose.  
 
Key elements of this platform may include the following, available to a vetted community:  

 Current operational status of selected infrastructure facilities  

 Incident related information  

 Real-time feeds from pre-vetted Twitter, RSS and other sources 

 At-a-glance status maps for targeted geographic areas  

 Integrated information feeds from emergency management agencies across the multiple jurisdictions of the 
metropolitan region  

 Video camera feeds from selected locations  

 Threat-specific preparedness, response and recovery strategies  

 Dedicated “dashboards” for specific industries or operating environments  
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Executive Summary 
 
On June 17-18, 2015, leaders from business, government and diverse 
organizations gathered at the Urgent Threats Forum at New York 
University to discuss the most pressing imminent threats to operations 
and assess how they will impact businesses, cities, and citizens.  
 
The forum, co-sponsored by the Port Authority of New York & New 
Jersey and the Global Resilience Network (GRN), brought together the 
public and private sectors to explore how they can collaborate to 
minimize disruptions to their operations.  

The forum also introduced the Metropolitan Resilience Network (MRN), a new public-private partnership 
championed by the Port Authority, which aims to strengthen cooperation across sectors to address shared risks 
in the metropolitan New York/New Jersey area.  The new program will create a “network of networks” for 
information sharing and collaboration. At the forum, Jerry McCarty of the Port Authority’s Office of Emergency 
Management explained how the MRN is working to enhance the operational resilience of the public and private 
sectors in the New York metropolitan area. Current activities of the network include monthly expert briefings on 
key risks and their potential effects on operations, the sharing of best practices to provide actionable strategies, 
and a communications and collaboration platform that will enable greater information sharing and active 
coordination before, during, and after disruptions. The goal of the MRN is to establish a core prototype for other 
metropolitan areas around the world to adapt to their own needs and context. 

Initially, the forum examined the current threat landscape and the top challenges that organizations are facing, 
including cybersecurity, terrorism, climate change, a dynamic geopolitical environment, synthetic biology, 
privacy, and emerging and re-emerging diseases. A former Centers for Disease Control and Prevention (CDC) 
official provided a briefing on infectious disease globally and detailed the severe financial effects that a 
pandemic could have on the world. He warned participants that even illnesses that citizens typically do not 
worry about can significantly impact the economy—for example, seasonal flu leads to $7 billion worth of sick 
days and lost productivity annually in the U.S. alone.  

Global megatrends and the changing risk landscape. The discussion about current threats was placed in the 
context of global megatrends that are shaping the rest of the twenty-first  century. A former senior official at the 
U.S. Office of the Director of National Intelligence led a discussion about important changes in demographics, 
the rise of a middle class in regions that have historically been poor, shifts in regional power concentrations, as 
well as slowing labor expansion, and how these changes will impact growth and stability. In a roundtable on 
cyber security, participants across the board voiced their concerns about cyber-attacks and the difficulty of 
sharing information and collaborating to address common risks, as well as the challenge of securing sufficient 
funding in this area. 

Communication strategies are often overlooked during extreme weather and coastal storms. The senior 
hurricane specialist from The Weather Channel put the current severity of storms into perspective relative to 
previous decades and analyzed the outlook for hurricanes and coastal storms for the coming year, based on 
current scientific understanding of ocean temperatures. Speakers also emphasized the need to improve 
communication and information-sharing during calamitous weather events, as well as incidents involving 
hazardous materials.  
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Risk management and prolonged electric power outages. Forum participants went on to explore potential 
strategies to address the prolonged loss of lifeline utilities, with an in-depth look at how one electric power 
company deals with response and recovery and the kinds of mutual aid agreements that allow power utilities to 
share resources and expertise in the event of a disruption. This may provide a model for other types of resource 
sharing among organizations. 

Climate change risks and supply chain management. Attendees also discussed the various risks that climate 
change poses and how to cope with the impacts of pollution, decreased access to water, threats to community 
health and safety, poor workplace conditions, wastewater and water quality, and resettlement. Many of these 
threats will create new risks for supply chain management or exacerbate existing risks in this area. 

Evolving threats associated with domestic terrorism. A senior U.S. government official provided an overview of 
the Islamic State of Iraq and Syria (ISIS) and domestic terrorism threats, which present a unique evolving danger. 
The consensus was that not only must government entities and communities share information, but also there 
must  be more efforts focused on prevention. It is essential to go into disenfranchised communities and work to 
address citizens’ concerns before they turn to violence.  

Improved information sharing and collaboration are critical to risk management. A major takeaway of the 
event was the need for increased information-sharing and collaboration across sectors. Lessons learned that 
were shared by participants underscored that private-public partnerships are crucial in resiliency initiatives, as 
resiliency is a collective endeavor. The private sector can fill gaps unaddressed by the government—and the 
government can assist the private sector during disruptions—but there must be better communication and 
cooperation across sectors, and even between competitors. 

The MRN and GRN’s primary objectives are to facilitate this exchange of information and to increase 
collaboration on shared risks between members of business, research organizations, critical infrastructure, 
government agencies, and non-governmental organizations. To this end, the Networks will undertake core 
activities including face-to-face events and web forums for the exchange of ideas and lessons learned on shared 
threats, the development of a robust communications and collaboration platform, the establishment of a best 
practices resource, and the development of resilience exercises. 

 

 

For more information about the Metropolitan Resilience Network (championed by the Port Authority of NY & 
NJ): http://www.nyu.edu/intercep/Metropolitan%20Resilience%20Network%203.23.15.pdf  

For more information about the Global Resilience Network: http://www.nyu.edu/intercep/grn/ 

Please contact intercep@nyu.edu to learn more about these and related resilience initiatives.  

 

 

http://www.nyu.edu/intercep/Metropolitan%20Resilience%20Network%203.23.15.pdf
http://www.nyu.edu/intercep/grn/
mailto:intercep@nyu.edu
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Urgent Threats Forum Objective  
 
The main goal of the Urgent Threats Forum was to bring together experts and 
practitioners from the private sector, the public sector, academia, and non-
governmental organizations to discuss current threats to their enterprises 
and ways to manage the risks posed by these growing threats. Over a period 
of two days, a number of keynote addresses, presentations by experts in 
numerous areas and topically focused roundtable discussions created an ideal 
environment to share insights from various industries and organizations, and to 
engage the participants in conversations about key challenges and threats to 
their organizations. As part of the forum, participants were able to identify 
threats of concern to them, reflect on the drivers of these threats and their 
potential impacts, and think about ways to collaborate with others to improve 
risk management. This document summarizes the main discussions facilitated 
at the forum by topic and ends with a discussion of cross-cutting themes and 
lessons learned that emerged from the event.  

The Current Risk Landscape  
 

The discussion about current threats started with a summary of the Global Risk 
Digest: Potential Disruptors to Global Organizations, Markets and Wider 
Society, a special project of the Global Resilience Network whose goal is to 
assist GRN members and project participants in distilling risk information and 
identifying emerging strategic risks. The Global Risk Digest provides 
summaries and excerpts with direct links to detailed documents by leading 
organizations and think tanks such as the World Economic Forum, the 
Organization for Economic Co-operation and Development (OECD), the U.S. 
National Intelligence Council, and the Economist Intelligence Unit. The Global 
Risk Digest is organized according to the following risk categories: 
environmental, technological, political, economic, and societal. The digest is 
available here.  
 
The global risk environment is becoming increasingly complex. It is important 
to connect risks to the underlying trends and megatrends that fuel the 
proliferation of the complex risks we face. This is true in areas such as the 
dispersion of terrorist threats, violent extremism, and jihad inspired home-
grown attacks. It is also true in the area of cyberattacks and the risks of cyber 
and physical infrastructure interdependencies and cascading impacts. In 
addition, we have growing risks associated with drought, extreme weather, 
and climate change. Synthetic biology is an emergent threat. It goes beyond 
genetic engineering and involves creating things that didn’t exist before such as 
the design and construction of new biological parts and artificially created 
DNA. Important ethical questions arise in this area. Who should be allowed to 

In the past 50 

years, GDP 

growth has 

been 

achieved 

equally by 

increasing 

productivity 

and labor,  

…but this is 

changing. 

Even if 

productivity 

growth 

continues, 

labor 

expansion will 

slow sharply, 

cutting GDP 

growth. 

 

http://www.nyu.edu/intercep/research/announcements/The%20Global%20Risk%20Digest%202015.pdf
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create life? Should we crowd source the ethics of creating new life and creating 
new DNA?  
 
A major challenge in addressing these risks is building partnerships and 
building trust to work across communities to better manage risks. In some 
areas such as cyber risks, it is particularly challenging to get organizations to 
work together and share information.  

Contagion and Infectious Disease Update: A Global 

Perspective 
 
Current threats in this area include emerging diseases and re-emerging 
diseases. Examples of re-emerging diseases include measles in the U.S. and 
chikungunya in Latin America. These are diseases that have returned after 
having been eradicated or that have appeared in a different geographical 
location. In the case of re-emerging measles, one recent example cited was the 
outbreak in the U.S., which started with over 40 cases in California and which 
later affected several other states. The viral disease was probably imported to 
the United States by an overseas traveler that visited Disneyland.  
 
With the chikyngunya virus, there have been 183 confirmed deaths and 1.2 
million cases in the period 2013-2015. It is spread by mosquitos and it has 
affected the Caribbean, Latin America, the U.S., and Canada. There is no 
treatment other than fluids and rest.  
 
Emerging infectious diseases, on the other hand, are newly appeared in a 
population or increase rapidly in incidence or geographic range. Examples 
include Ebola – 1976; HIV – 1983; Influenza H5N1 – 1997; Coronavirus (SARS 
2003 and MERS 2012). These can have widespread economic impacts as was 
observed with nations affected by Ebola. For Sierra Leone, The World Bank 
revised its 2014 GDP growth projection from 11.3%, before the Ebola crisis, to 
4.0%. These economic impacts can be driven more by the fear of contagion 
than by the direct losses associated with the disease and can result from 
trade restrictions, the closing of borders, etc.  In addition, there were other 
impacts such as a 150% increase in food prices, a doubling of inflation rates, 
disruptions in planting seasons, airline bans on flights, etc.   
 
Influenza could also result in severe economic impacts. A global pandemic 
could trigger a world recession. Seasonal flu alone is responsible for 111 
million lost workdays per year in the U.S. and $7 billion in sick days and lost 
productivity. New or emerging corona viruses also constitute an important 
health threat. For instance, SARS CoV in 2003 resulted in over 8,000 cases and 
775 deaths. MERS-CoV in 2012-15 resulted in 1,179 cases and 424 deaths 
(36%). Coronaviruses are common viruses that most people get during their 
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life. They are inhaled from the air when an infected person coughs or sneezes or they can be spread by touching 
a contaminated surface and then touching the eyes, nose, or mouth. 
 
Examples of businesses impacted by SARS include Estée Lauder, Atlanta Scientific, FedEx, Nortel, and Las Vegas 
tourism. South Korea is currently experiencing an outbreak of MERS and has asked the World Health 
Organization (WHO) for assistance, which is unusual for a wealthy country.  
 
In the U.S. there have been outbreaks of avian flu in Illinois, Wisconsin, and Nebraska, where poultry had to be 
culled. Although it is not easily transmissible from poultry to humans, we should be vigilant about this potential 
threat. Avian flu also results in impacts such as rising egg prices. There is a lot of fear associated with avian flu. 
Economic concerns of farmers can limit prevention efforts. For example, in Southeast Asia, people did not want 
to report cases because they were afraid of a loss of profits due to culling. Another emerging issue in this area is 
the creation of more virulent versions of these viruses in research labs. It is important to talk about the ethical 
issues related to this topic.  

Severe Weather: Coastal Storms, Hurricanes and Other Threats  
 
There is a misconception that extreme weather disasters have gotten worse. Part of the problem is that 
discussions about climate change and extreme weather events get conflated. The data indicate that so far we 
are in a relatively benign period in terms of large-scale extreme weather disasters. The worst in recent history in 
the U.S. was Hurricane Katrina, which had enormous impacts primarily because a levee that shouldn’t have 
failed did fail. With Superstorm Sandy and its impact on the New York metro area, it was known that that level 
of flooding could take place, yet sufficient preparedness activities were not taken in many regards. Despite the 
impacts of these events, the number of powerful hurricanes of category three and above in the last fifty years 
has been significantly lower than over the previous fifty-year period. Whether a hurricane season is active or 
inactive is determined by the temperature distribution in the oceans. If the Pacific Ocean is cold and the Atlantic 
Ocean is warm, there are typically more hurricanes in the U.S. This year the Pacific is forecasted to be warm 
and the Atlantic is forecasted to be relatively cold, so the forecast is for less hurricane activity in the Atlantic 
region.  
 
This condition is termed El Niño. But the atmosphere is a chaotic system, and 
as a result this relationship is not always true. The public and decision-makers 
would like to see exact answers and predictions, but this is not possible given 
current science. Instead, predictions about the weather can provide a range of 
values but not exact numbers. There have been four years with significant 
storms during El Niño events, and these tend to be early in the year and form 
close to U.S. coasts.  

Today we are creating greater risks associated with severe weather storms 
like hurricanes because more and more people and investments are located 
in coastal areas. Bad decisions are being made that result in putting 
infrastructure and buildings very close to the water. For example, in Galveston, 
Texas, a seawall was built to protect residents from storms, but now there is 
building development happening beyond the city wall putting all these 
structures and their corresponding population at risk. Similarly, in Miami, 



 

10 

  

 

 

Florida, which is one of the most vulnerable places to hurricanes and storms, there is more building going on 
there than anywhere else.  

The uncertainties associated with making predictions about the weather mean that communicating the risks 
associated with storms is very difficult. In the U.S., risk communication is made more difficult by the fact that 
most communities don’t have a trusted leader or authority that takes the lead in making decisions about such 
issues such as when the right time is to begin preparing (mentally and physically) for a storm, to put up shutters, 
to prepare boats and other belongings, to move the elderly or handicapped to safe locations, and to close down 
businesses. Oftentimes it is not obvious who should make these decisions and provide leadership, or what 
should be the best mechanism for communication. In other countries, broadcasters often interlock with 
government. In Japan, it is the NHK, in the U.K. it is the BBC, and in Cuba it is Cubavisión. In the U.S. the situation 
is different since there are private TV and radio stations and networks and there is no coordinated effort in the 
event of an extreme weather event. 

Existing and Emerging Hazardous Materials Threats 
 
Over the last two decades there has been significant improvement in the preparedness of city agencies, such as 
the Fire Department City of New York (FDNY), to respond to hazardous materials events. Yet, there is a need for 
continual evaluation and assessment of what is happening with regard to hazardous materials.  There are new 
chemicals being produced all the time. Transportation routes and port facilities are changing and growing, and 
agencies must be prepared to respond to events in the entire intermodal spectrum including ports, rail lines, 
and highways. There are important challenges related to response efforts in these environments. Information 
sharing continues to be a problem even though information about the nature of hazardous materials is critical to 
responders. A lot of the information about chemicals is often secured and responders do not have access to 
much of this information.  
 
As the number of natural gas pipelines increases, there are more risks associated with them. There are some 
critical pipelines in the New York City area. During an extreme weather event, some of them may be closed 
down. Agencies such as the FDNY may be required to support the re-opening of these pipelines, which are 
critical to airports and other facilities.  
 
Tier II information is required under the Emergency Planning and Community Right-to-Know Act (EPCRA). It 
provides State and local officials as well as the public information on the general hazard types and locations of 
hazardous chemicals in an area and is very valuable. However, when an agency such as the FDNY gets this 
information, it is from April of the previous year and therefore can be inaccurate or outdated. Every state has a 
fusion center for the sharing of information, but not every fusion center across the country has a fire 
department representative. This represents an important gap. Private-public information sharing is crucial. An 
example of an area where sharing information can be critical is in making the determination of  a safe distance 
for staging when responding to an explosion. 
 
Another emerging issue with hazardous materials is the increasing use of battery back-up and storage 
systems. There are no standards for batteries or ventilation related to where such battery systems are set up. 
Batteries can overheat and produce acidic vapors of which all people in the area, including responders, should 
be aware.   
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The Future Declassified: Megatrends That Will Undo 

the World Unless We Take Action 
 
There are important ongoing changes in political, demographic, 
socioeconomic, and technological trends that will shape the world in the next 
few decades. Important questions in this regard include:  
 

 Can the growing middle class aspirations be met?  

 Are governments – both authoritarian and democratic – up to the 
challenge?  

 Can technology be mobilized for the big global challenges?  

 Will conflict stay relatively low?  

 Can the International System be reinvented to be inclusive? 
 

The middle class is growing globally. If current trends continue, in 2030 we will 
have a middle class world. That is cause for celebration, especially outside the 
West. However, these changes are not happening uniformly around the world. 
In some of the wealthier countries such as the U.S., there is talk about the 
decline of the middle class with stagnant or declining incomes. But in the 
developing world, there is an emerging middle class that is unprecedented.   

Political systems are changing. Democracy seems to be plateauing. After the 
end of the Cold War, there were a lot of emerging democracies. Now that 
seems to be changing, and in many parts, we have deteriorating conditions for 
human rights. The assumption was that an increasing middle class would lead 
to more democracy, but that has not necessarily happened. The Internet was 
thought to be potentially an overwhelming force for democracy but 
authoritarian regimes have also learned to use social media and adapted. On 
the other hand, the education attainment levels of adults fifteen years of age 
and over has increased. In essence, all regions are making improvements. That 
raises expectations.  

The age profile of societies is also changing. There are increasingly more 
elderly people and less young people. This is happening on a global scale. 
According to current predictions, 2050 will be a cross over point when the 
population aged sixty-five years and over will be greater than those under 
fifteen years.   

In the past fifty years, GDP growth has been achieved equally by increasing 
productivity and the labor force, but this is changing. Labor expansion will 
slow sharply and this will have a negative impact on GDP growth. In the past 
fifty years, productivity growth on average was 1.8% annually and the labor 
force grew at an annual rate of 1.7%. Over the next fifty years, we expect that 
annual productivity growth will be 1.8% and labor will grow at an annual rate 
of 0.3%. 
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There are multiple technology revolutions taking place that will shape the 
world. The rapid growth in computing innovation leads to other technology 
revolutions. Moore’s Law is now applicable to more than computing, which 
means several technologies are evolving exponentially at the same time. 
Science can also lead to new risks and can be used for new forms of terror. 
Unlike the situation after WWII, government labs are no longer at the 
forefront. Will technology be able to fix some of the big problems confronting 
society today such as our vulnerability to food price spikes or increasing water 
stress? 

The nature of conflicts is changing. The prevalence of interstate conflict is 
going down but intrastate conflict is going up. This increases the risk for social 
and economic impacts that may have global reach. 

Rapid shifts in the economic center of gravity are taking place. For instance, 
although people from around the world still want to go to college in the U.S., 
there is increasingly more global South-to-South movement to attend college 
and a general trend to seek more regional solutions. Similarly, international 
trade is still growing, but there is also a trend towards more regional trade.  
There is a perception that the U.S. is still an important player, but perhaps in 
many countries, there is also a perception that the solutions they seek are not 
going to be found there.  

Estimating Bottom-Line: How Should We Evaluate 

and Communicate the Value of Investments in 

Operational Resilience? 
 
There are a number of traditional analytical tools that are available to help 
inform decisions on investments in operational resilience. These include 
return on investment (ROI), payback period, net present value (NPV), internal 
rate of return (IRR), cost benefit analysis (CBA), and others. There are several 
limitations and challenges in using these tools for the purpose of operational 
resilience. Typically these tools do not address probability. Additionally, it is 
often difficult to ascertain which costs and gains are attributable only to 
investments in operational resilience, and in many instances it is difficult or 
impossible to quantify the benefits as these may be intangible. There is a need 
for adapting these tools or creating new ones.  
 
In some cases, it may be best to use business impact analysis as a relatively 
simple way to identify impacts, but the difficulty in using such a tool is that the 
threat landscape is constantly changing and the risks and interdependencies 
seem to be escalating. Network analysis can be used to get a sense of how an 
organization could be impacted if you impact a node in the system.  
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Equally important in terms of justifying these investments is the need to communicate risks to the board of a 
company and to speak in terms that resonate with the company’s leadership. To raise awareness around risks, it 
is important to engage with both management and employees. Desk top simulations can often motivate people 
to think about these risks and support investments in the area of operational resilience.  

Within some companies there is a culture that supports making investments in operational resilience because 
they are viewed as ways of gaining a competitive advantage. Resilience is something that can be used to sell 
products and services. Certifications in this area can be helpful and business continuity efforts can be a 
differentiator that gives a company competitive advantage.  Another factor to consider is how these 
investments address compliance requirements. Companies may need to make some of these investments to 
meet those requirements. In some sectors regulators require companies to restart operations after a disruption 
within a specific amount of time. So the above kinds of investments may be made with these cultural or 
regulatory aspects as primary motivations.  

When a company moves some functions offshore, it can lose control of some aspects of operational resilience, 
and this is something that companies should be aware of, especially if they operate in an environment with 
regulations requiring them to be operational during or soon after a disruption. For example, if a company moves 
some functions offshore to India and those functions are disrupted, it is important to be able to perform those 
functions elsewhere in the company. It is imperative not to let those functions atrophy and move completely 
offshore. Cross-training staff can be an important factor in this regard. 

Another factor to consider in analyzing investments in resilience is to communicate to management the risks 
that prestigious organizations such as the World Economic Forum are identifying and the trends with which they 
are concerned. Many executives can relate to these risks since they see these efforts reflecting the priorities of 
their peers.  

Pandemics have been viewed by some as a factor that can have more impact than any other disruption, 
excluding a wide-spread water crisis. This kind of information can be used to reinforce the case for pandemic 
planning. With a health risk such as H5N1, companies may feel the need to make investments that will allow 
employees to feel safe about going to the work place during a crisis. In this regard, many companies operate in 
countries with very poor health infrastructure and that’s something that companies rarely look at when 
estimating the risk of doing business in a country. The risk of doing business in a country is not just about safety 
and terrorism; it should also include assessments about health risks.   

An important challenge in operational risk management is how to engage and bring the right people to the 
table. One strategy is to incorporate resilience concerns as a critical part of any project life cycle. If resilience is 
introduced as a part of the life cycle of a project, it is easier to bring it to the attention of senior management 
and more difficult to remove later on. Moreover, retrofitting resilience is much more expensive than 
incorporating it from the start. From this perspective, life cycle asset management can be a worthwhile 
approach in any organization. 

Resilience should be made implicit in discussions with management on achieving key business objectives 
including what can get in the way of delivering those objectives. Operational risk management and resilience 
should be a core element of all strategic planning endeavors.  
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Expanding Cyber Impacts Across the Enterprise:  

Developing critical strategies and engaging senior 

management and the board  
 
Organized cybercrime threats have become much more sophisticated over 
time. Attackers can now stay quiet and steal data over a period of years. 
Similarly, state-sponsored organizations are changing and, instead of going 
after government agencies, they are increasingly going after intellectual 
property of businesses including manufacturers, law firms, and energy data. 
Over 70% of the victim organizations are unable to identify the attacker and it 
is becoming more difficult or impossible to prevent cyberattacks due to the 
sophistication and persistence of attackers. Barriers to entry by cyber 
attackers are getting lower, not higher. Increasingly connected control 
systems also increase vulnerabilities. There are now more and increasingly 
diverse hackers including criminals, terrorists, “hacktivists”, nation-state 
actors, etc. There is also a proliferation of tools and malware, generally 
available to exploit cyberspace. We could see a “Pearl Harbor of cyber.” 
 
Attacks are now very cheap and small companies generally invest less in 
security so they are becoming more attractive to attackers. A big challenge is 
supporting smaller businesses that do not have a lot of resources to sift 
through the avalanche of information about threats, and what is available. 
They need help finding what is useful for them. 

For many organizations, the principal problem in the area of cyber threats is 
cost and how to make the case for investments in this area because, 
oftentimes, management does not understand the scale of the problem. 
Security professionals have often been unable to effectively communicate the 
urgency of the problem. Digitalization changes everything: the way our brains 
work, the way we define ourselves, notions of privacy for different age 
groups, our assumptions about how to conduct national defense, etc. As a 
result, new ways of thinking about threats and communicating the urgency of 
these threats are needed. 

The risks are increasing because in many ways the system is getting weaker. 
Software is increasingly designed to be open, not secure. There is an explosion 
of mobile devices. The economics of cyber favor the bad actors; attacks are 
cheap and defense is hard. Moreover, there is virtually no law enforcement. 

There are a variety of potential business impacts in the cyber area. Legal 
impacts relate to concerns about being sued as a result of a cyberattack. 
Reputational impacts result from fears about whether customers will want to 
do business with a company that was the victim of a cyberattack. These 
impacts also include fears of inviting regulatory scrutiny if a company is 
perceived as being vulnerable to cyberattacks. There are also tangible security 
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impacts related to the loss or corruption of valuable or sensitive data as a result of a cyberattack. Because of 
these wide ranging impacts, cyber should not be viewed as solely an IT issue. It is an enterprise-wide issue and it 
should be considered as part of the core business strategy. Cyber security has to be part of the cost/benefit 
analysis of any proposed project and usually it is not part of that equation. Companies need adequate cyber 
expertise and it should be considered equally important as legal and financial expertise.  

In the event of a cyberattack, the following public relations messages were recommended: explain what 
happened, what the company is doing about it, and why it won’t happen again. In terms of legal issues, 
companies should make sure they have a cyber-plan and that they test it. Companies should conduct a full check 
of cyber systems every year and make sure they are in compliance with any relevant regulations. A lot of 
innovation is occurring in the cyber area. This raises another issue: How do we address cyber security when a lot 
of what we do is based on what we know from the past?   

Prolonged Loss of Lifeline Utilities:  What are the likely impacts and 

strategies to address them?    
 
As part of this roundtable, the participants discussed the way that area utilities operate during an outage, the 
kinds of mutual aid agreements that allow utilities to work together to resolve problems, and the implications 
for others in the region when an outage does occur.  
 
Potential power utilities generally have meteorologists monitoring weather and, in the event of a storm, 
predicting its path and potential impact. This allows the utility to make forecasts of likely impact zones and to 
review plans, staffing and logistical needs that may arise from the storm during the pre-impact period. There is 
generally communication about the threat to customers, employees, peers, contractors, and other stakeholders. 

Storm – 4 days before: Four days before a storm is expected to impact the region, an incident commander (IC) 
will be assigned and the preemptive activation of a Corporate Emergency Response Center (CERC) is evaluated. 
During this phase, facilities are secured, generators tested and flood equipment is evaluated. In addition, 
communication with peers is conducted to ensure mutual assistance is available both within the region and the 
wider industry.  

Storm – 3 days before: Three days before a storm is expected to affect the area, communication with customers 
is aimed at making sure there is information about the nature of the threat. Field work ceases at this point and 
the CERC will continue to develop and communicate restoration plans. Depending on the nature and strength of 
the threat, some equipment may be shut down preemptively to avoid unsafe conditions and delays to 
restoration. In addition, the post-storm field force for damage assessment and wire guarding is prepared during 
this phase.  

Throughout this process there is continuous communication with regulators and other agencies, external 
corporate partners, media, critical facilities, customers, employees, and others. Communication to customers 
can be a challenge because the names of the electrical networks do not necessarily correspond well with the 
names of neighborhoods or areas with which customers are familiar. A potential solution to this issue would be 
to provide announcements about outages accompanied by maps that show the location of the networks that 
would be expected to be affected or to suffer outages.  
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Post Storm: In terms of restoring service after a disruption, the primary concern of public utilities is public 
safety. Priority is given to repairs that restore power to the greatest number of customers and those that require 
the least effort. Additional factors considered during restorations include: energized wires down andmanhole 
fire;, clearing downed wires blocking priority roadways, transmission lines, substations, life-support equipment 
(LSE), and special needs customers (the utility generally communicates with them before, during, and after a 
storm in coordination with the local office of emergency management, and if they need to move to a special 
facility the utility supports that); critical facilities, distribution feeders (main runs), other primary lines and spurs; 
and transformers, secondary circuits and services. 
 
The above planning process is very similar for most utilities in the region. Mutual aid agreements allow for 
collaboration and sharing of resources across state borders among various utility companies.  
 
In the aftermath of a storm, restoration efforts begin by developing regional estimated times of restoration 
(ETR’s). Focus areas during this process include:  stakeholder communications liaison programs, customer-
specific ETRs; mobile damage assessment; mutual assistance and Regional Mutual Assistance Group (RMAG) 
process enhancements (industry effort); resources (contractors, logistics, and base camps/staging areas); and 
New York State Material Sharing Group.  

Some important challenges during this phase include the often very limited evacuation and staging areas in the 
New York metropolitan area as well as securing access to impacted areas by employees, contractors, and mutual 
assistance resources. During this phase, utilities will expand collaboration with critical infrastructure industries in 
order to identify cascading effects of infrastructure loss and to determine critical information that should be 
shared.  

A potential challenge of sharing resources and expertise among regional utilities is the difference in the 
characteristics of networks. In New York City the networks are mostly underground. This is not the case for 
networks in neighboring areas. Hence, utilities may have different sets of expertise and capabilities that may not 
apply to other networks. 
 
Concern was raised that utility companies (especially power) tend to interact directly with building management 
on disruptions and recovery planning. Therefore, information is often not effectively shared with corporate 
tenants in the building, which could dramatically impact response efforts on their part. There is a potential to 
improve this information flow perhaps in association with key organizations such as the Building Owners and 
Managers Association (BOMA) and the Real Estate Board of New York (REBNY).  

When Hell Freezes Over:  Climate Change Surprises and the Global Supply 

Chain 
 
Climate change presents some of the most challenging risk management issues facing enterprises today. 
Temperatures are increasing. According to current projections, events such as the European heat wave of 2003 
will be common by 2060. In addition, precipitation patterns are changing and these changes can have 
widespread impacts in areas that are becoming drier, such as Chile and the Mediterranean. Some wine-
producing companies are already buying land that is currently not suitable for grapes but that is expected to 
become suitable in the next few years. Coffee harvests are also being impacted in Latin America by the spread of 
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disease vectors which are influenced by changing precipitation patterns. 
Wheat production is moving towards the poles.   
 
Leading elements of the private sector are already addressing these risks but 
often we do not hear more from the private sector because many companies 
may not be publicizing the adaptation measures because adaptation to 

changing market conditions is, in essence, a question of competitive 

advantage. . Climate change will modify the long-term conditions under which 
businesses are used to operating. These include changes in price, productivity, 
availability, depreciation, etc. 

A number of environmental issues are being exacerbated by climate change, 
such as air pollution, water quality, and access to water. All may have 
important social impacts related to community health and safety, workplace 
conditions, resettlement, and migration.  

Country risk may also be aggravated by climate change impacts, particularly 
countries that rely on scarce resources.  

Climate change could also have legal implications. If the impacts of climate 
change are considered reasonably foreseeable by a court, decisions that do not 
take these impacts into account may incur liability due to negligence. 

Transport systems are changing and climate change will also affect how they 
operate. Ships are becoming larger and ports are adapting to accommodate 
them. For example, larger and taller ships coupled with sea level rise can 
necessitate raising the height of bridges. There is increasing interest in using 
northern routes since ice cover will decrease. There is also some evidence that 
storms are moving poleward, which means that cities and ports that have 
never experienced hurricanes and storms may do so in the future.  

Changes in agriculture and population patterns will also impact supply chains 
and they will have to adapt to these changes. There is a growing need for more 
supply chain visibility. Those up and down the supply chain need to talk to 
each other to address climate change impacts, but an important challenge is 
developing trust. Information and collaboration are very important nowadays 
when inventory and other parts of the supply chain areas are owned by 
different agents.  

A study of Port Muelles del Bosque in Cartagena, Colombia was conducted to 
model the impacts of climate change. It was determined that the port’s key 
assets were sensitive to the impacts of climate change. As part of the study, 
storm surge height, increasingly frequent flooding, and expected losses were 
modeled. As a result of the study, the port has started to invest in adapting to 
climate change.  
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In terms of climate change adaptation, an important challenge is that some of the areas that most need to 
adapt are areas that are least able to adapt, in large part due to economic constraints. These areas are 
important parts of the supply chain and those connections are poorly understood.  

There are a number of examples that show the kinds of impacts climate change can have on the supply chain. In 
Thailand, for example, electronics manufacturing with worldwide customers was concentrated near the airport 
in low-lying areas vulnerable to flooding and that had a major impact on the supply chain when that country 
experienced devastating floods. There are also ripple effects and disruptive interdependencies. For example, 
water supply decreases led to less hydropower in Chile, which reduced copper production and resulted in a price 
increase. In California, avocado production decreased as a result of the ongoing drought and imports from Chile 
and Peru. This led to a decrease in avocados in those countries. Social protests have occurred when local staple 
products are used for exports and not available to the resident population.   

ISIS and Homegrown Violent Extremists 
 
Terrorism is not new in the U.S. There have been significant events throughout the country’s history. What we 
are seeing with ISIS, however, is a new phenomenon. Initially ISIS followed the al-Qaeda model. It had a clear 
structure and western law enforcement agencies used traditional methods to counter the threat. But ISIS has 
morphed. They can’t form groups as effectively abroad and bring them inside the U.S., so they are recruiting 
people already inside. They use the sleekest social media campaigns and they have a significant media unit 
capable of “Super Bowl commercial-quality” media. They are generally not targeting a specific individual; rather 
they are putting out two basic messages to people anywhere in the world. Either go to the Middle East and fight 
with them, or for those who are unable to travel to them, stay where you are and cause damage and kill. The 
number of people susceptible to the ISIS message is staggering. In the U.S. alone, there are well over 15,000 
people that are considered favorable to ISIS and want to do something for them. Monitoring suspects in this 
regard can be demanding in that to follow one person 24/7 it takes thirty people and more than thirty cars. 
 
 Al-Qaeda was interested in big, iconic targets such as the 9/11 attacks on the World Trade Center. A small 
attack was considered to be a weakness. The picture is very different with ISIS. They support any kind of attack, 
large or small.  
 
As a result of the changing threat landscape, law enforcement is reaching out to communities and the public 
to enlist their help in the fight against terrorism. This is something new. Law enforcement is adapting to the 
changing threat of terrorism. They have reached out to other agencies and are sharing more information. The 
agencies are also reaching out to communities, academia and the private sector to work together. In particular, 
they are seeking out the help of academia, and the private sector to bridge the gap in communities that don’t 
want to be seen with law enforcement. This strategy has not been very successful yet. For example, enlisting the 
help of teachers or others with some training to help at-risk youths is difficult because there may be liability 
concerns. Companies don’t like to share information with their competitors so law enforcement agencies tend 
to talk to companies on a one-on-one basis. 

Many of the root problems are with marginalized individuals that feel disenfranchised. It was suggested that 
the strategy to address homegrown terrorism shouldn’t be focused exclusively on reaching out to communities 
to monitor individuals. It should also include working with other agencies to reach out and address the concerns 
of wider disenfranchised communities. 
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In order to understand the new risks involved with terrorism it is critical to 
have a long-term perspective. Terrorism cases in the U.S. as described by the 
media, law enforcement, publicly available information, and other sources can 
shed light on those who sympathize with ISIS, what motivates them, and who 
they are. Many of them are young individuals who were attracted to the idea 
of the caliphate and the idea of an Islamic State as a homeland of sorts. Many 
of them speak about giving up their passport and never coming back. It is 
important to think about what can be done with these individuals. They span 
the whole racial and ethnic spectrum and they are very difficult to profile. 
Many of them are converts from other religions. In this regard, with ISIS cases 
there is a much higher diversity than with al-Qaeda cases. They are also much 
younger compared to al Qaeda.  
 
In addition to those who want to leave the country to join ISIS, there are those 
who talk about carrying out attacks here in the U.S. This is the group that is 
increasingly being arrested and they are American citizens, which is also 
different from what was seen with al-Qaeda. There is a shared narrative with 
this group and they tend to express themselves with the same phrases. An 
example is, “If they are going to cage us here we are going to…” As of late, the 
lexicon they use mentions what happened in Boston. This radicalization can 
happen very quickly. Very few of the young individuals that become 
radicalized have criminal records or infractions. In Norway, they have 
developed an alert system to address the risk of right wing extremism. If 
someone in a school or church sees a young individual at risk of being 
radicalized, they have a whole set of tools addressing how to intervene.  
 
There is a significant difference in the messages used between al-Qaeda and 
ISIS. The idea behind al-Qaeda is that the struggle they fight for is a long-term 
struggle. The message put out by ISIS is that their goals can be met now. 
Young people identify with this message, in particular those who feel that 
they don’t belong in their current community, since they are made to feel that 
they can belong to an Islamic state. For disaffected youths, this can be an 
incredibly appealing message.  
 
Iraq and Syria offer a physical space that has not existed since Afghanistan 
stopped offering a safe haven for extremists. It is much easier to get to this 
location than to Afghanistan. Also, social media and mass communications are 
much more prevalent now than in the earlier days of al-Qaeda.   

Part of the strategy to address the threat of terrorism is to provide a positive 
alternative to what ISIS offers. While it may not be possible to directly counter 
what ISIS is offering, it is possible to offer an alternative. The messages that ISIS 
works with should be countered with greater condemnation. Outrage needs to 
be heard about this with messages that this is not the path to take. It was 
suggested that the fact that young people have easy access to guns is not 
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helpful in this regard. Addressing these issues is not just up to the government; it requires the cooperation of 
the wider community, including the private sector. 

Cross-Cutting Themes and Lessons Learned  
 
Government as a Champion of the Long-Term Perspective: Government can work with multiple sectors of 
society and create incentives and regulations that support and direct the efforts of the private and non-
governmental sectors. The public sector should continue to provide incentives so that infrastructure 
investments take into consideration current thinking about what the future risks will be. Government needs to 
champion sustainability and environmental concerns, and long-term resilience. The goal should be to support, 
encourage, and enable those who are making smart decisions and playing a leadership role in these areas.   
 
The Need for Proactive Risk Research and Investment: We need to be proactive and not just reactive. Some 
risks have persisted for a long time. Drought is a good example. In other areas we need to work together to 
invest in the science and make investments to reduce potential risks. This is true in the area of geomagnetic 
storms, for example. Anticipating risks is always challenging. 
 
Obstacles to Information Sharing Must Be Addressed: Currently, companies affected by some of the threats 
discussed in the forum are required to report them to agencies that regulate them. This can be a difficult 
process fraught with business concerns. Another challenge is antitrust legislation, since companies may feel they 
should not communicate with others in the same industry for fear of the appearance of collusion. The public 
sector should continue to provide incentives and create new ones for companies to share information about 
risks, so that the risks can be better assessed and the impacts can be better understood. This kind of analysis 
and information sharing can also reduce the risks of similar events affecting others.   

Fear is a Very Real Impact of Threats: In addition to thinking about threats and risks, it is also important to think 
about the fear that accompanies these risks, in particular fear associated with risks that can spread, such as 
pathogens and contagion. Fear is very real and can have serious consequences that include financial implications 
due to travel concerns, border restrictions, trade curtailment, and even impacts on currency. 

Leveraging the Online Community Can Be Crucial in Crisis: In a disaster context, there are a lot of groups and 
information flows that emerge and it is impossible to vet them all. It was suggested that crowdsourcing is 
needed to get through large volumes of data quickly. 

Creative Thought and Flexibility are Vital: An important challenge we continue to face is the inability to operate 
outside of the box and imagine the unimaginable. There is a growing need for flexible and resilient responses to 
crises since the threat landscape is complex and varied. This is particularly true of multinational corporations 
that face a variety of risks that may change from one geographical area to another.  It is not feasible to have a 
one-size-fits-all response.  

Threats to Intellectual Property Need Greater Attention: The tremendous theft to date of business intellectual 
property, stolen in large part by nation-state actors, calls for a wider public-private response. 

Understanding the Fundamental Operations of Critical Infrastructure is Vital to Effective Public Sector and 
Private Sector Decision-making in Crisis: Misunderstandings can create ineffective or detrimental governmental 
policies and actions. Supply chain summaries and diagrams can be helpful in this regard.  
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Emergency Access by Businesses to Their Facilities is a Priority: Concern was raised by a member of the 
corporate community regarding gaining access for key employees to their facilities during a disaster. Corporate 
emergency access has been a long-standing priority for many members of the business community. For New 
York City, a particular concern was raised regarding access to trans-Hudson crossings (such as George 
Washington Bridge, the Lincoln Tunnel, and the Holland Tunnel).  
 
Collaboration is Critical to Address Current and Emerging Risks: Current trends in demographics, environmental 
degradation, and technological development are creating new risks. Addressing these risks will require public-
private cooperation and stakeholder collaboration. There is great opportunity in forums such as this one to bring 
people together and identify relevant threats, lessons learned, and best practices, and to think about potential 
solutions and work towards implementing them.  
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Agenda of the Urgent Threats Forum: 
 

Imminent Threats, their Impacts & Strategies to Address Them 
Wednesday, June 17 – Thursday, June 18 

Draft Forum Agenda 
 

Wednesday, June 17 

 
8:00-8:15 am          Welcome & Coffee, Overview of Forum  

 

8:15-8:45 am     Keynote Address:  Complexity and the Current Risk Landscape: Strategies for Security and 
Resilience 

 Bob Kolasky, Deputy Assistant Secretary, Office of Infrastructure Protection, 

National Protection and Programs Directorate (NPPD), U.S. Department of 

Homeland Security  

 

8:45-9:30 am         Roundtable 1:   

The Overall Threat Landscape:  A High Level Overview of Leading Risk Intelligence & Key 

Threats to your Organization 

 Distilling the range of risks that leading research and other organizations have 

identified (incl. World Economic Forum, US Office of the Director of National 

Intelligence, Aspen Institute, OECD, The Economist Intelligence Uneit) 

 Key regional hazards called out by regional governments 

 A Corporate Perspective on Emerging Issues & Future Trends: Threats to 

Multinational Corporations 

o  Gil Meyer, Director, Global Crisis Management, Dupont   

 

9:30-9:45 am Welcome & Update from New Jersey Department of Homeland Security & 

Preparedness 

 Christopher Rodriguez, Director, New Jersey Department of Homeland Security & 

Preparedness 

 

9:45-10:15 am      Informal Discussions & Break 

 

10:15-11:45 am    Roundtable 2:   

Expert Briefings on Selected Threats:  Direct Insights from the Experts 

 Contagion & Infectious Disease Update:  A Global Perspective 

o Mark Keim, MD, immediate past Senior Science Advisor, US Centers for 

Disease Control (CDC), Founder, DisasterDoc LLC 
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 Latest Outlook for Severe Weather:  Coastal Storms/Hurricanes & Other Threats  

o Bryan Norcross, Senior Executive Director & Hurricane Specialist, The 

Weather Channel  

 Material Hazards:  New & Continuing Threats,  

o Robert Ingram, Battalion Chief and WMD Chief, Center for Terrorism and 

Disaster Preparedness, Fire Department, City of New York (FDNY)  

 

11:45-1:15 pm         Luncheon  

 

12:15 pm Luncheon Keynote Address: The Future Declassified:  Megatrends That Will Undo 

the World Unless We Take Action 

 Mathew Burrows, former Office of the Director of National Intelligence; current 

Director, Strategic Foresight Initiative, Atlantic Council 

 

1:15-1:30 pm  Update on the Global Resilience Network  

 Special Projects in Development 

 Collaboration with 100 Resilient Cities 

 London First Joint Efforts 

 

1:30-2:45 pm         Roundtable 3:  

Estimating Bottom-Line / Economic Impacts of Expenditures:  How do you evaluate 

/ justify / communicate the value of operational resilience?  

 Expenditures & investments in Operational Risk Management, Security, 

Continuity, Resilient Engineering, Wider Risk Management 

 What are the tools to estimate the value of expenditures (ROI, IRR, Payback 

Analysis, Risk Buy Down, etc.)? 

 What are the best approaches to communicating value to others? 

Introductory remarks by: 

 Ken Damstrom, Global Head of Security, Goldman Sachs 

 Gregory Gist, Director, Industry Relations, Office of Emergency 

Management, Citibank 

 Susan Rogers, Business Resiliency  Director, Financial Services Information 

Sharing and Analysis Center (FS-ISAC) 

 

2:45-3:15 pm              Informal Discussions & Break 

 

3:15-4:45 pm            Roundtable 4:  

 

Expanding Cyber Impacts Across the Enterprise:  Developing critical strategies and 

engaging senior management and the board. 

 What is the new cyber threat landscape? 

 What are the responsibilities & options for non-IT elements of the organization? 
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 What is truly actionable in this technological firestorm?  

Remarks by:  

 Larry Clinton, President & CEO, Internet Security Alliance (ISA) 

 Nick Bennett, Senior Manager, Mandiant 

 Brandon Greenberg, George Washington University & Founder, 

DisasterNet 

 

4:45-5:15 pm          Company Benchmarking & Wrap-up:  What’s on your Risk Radar? Benchmarking with 

Peer Organizations’ Key Risks 

 

5:15-6:15 pm Day One Closing Cocktail Reception 

 

Thursday, June 18 
 
8:00-8:15 am Opening Remarks & Coffee 

 

8:15-8:45 am            Keynote Address:  

 Jerome Hatfield, Regional Administrator, US Federal Emergency Management 

Agency (FEMA) Region II  

 

8:45-9:45 am            Roundtable 5:  

Groundbreaking New Network for Collaboration in the Metro NY Region:  

Briefing & Planning/Input Session on the New Metropolitan Resilience Network 

 A “Network of Networks” connecting diverse security, continuity, preparedness 

and related initiatives throughout the region  

 Mission: Enhance the operational resilience of the public & private sectors in the 

metropolitan region, the Port Authority, its customers and suppliers. 

 Key Activities & Resources: 

 Monthly Risk-Focused Web Forums providing expert briefings on 

identified risks and their potential impacts on operations  

 Sharing of planning assumptions on shared threats  

 Best practice resource enabling easy access to actionable strategies to 

address key threats 

 Joint in-person forums / exercises with regional stakeholders 

 Robust communications & collaboration platform for information sharing 

and active coordination before, during and after disruptions 

 Embedding of the private sector in PA Emergency Operations Center 

(EOC) 

 Annual Special Projects: Year 1 to include Key Principles & Framework for 

Organizational Resilience; Operational Picture of External Dependencies  

Special Remarks by: 
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 Jerry McCarty, Director of Port Authority Office of Emergency 

Management  

 Maybelle Jadotte, Business Continuity Manager & Co-Project Lead,  PA 

Regional Resilience Initiative   

Planning Discussion & Input Session Facilitated by 

 Bill Raisch, Co-Project Lead, PA Regional Resilience Initiative / Director, 

InterCEP 

Situational Intelligence & Information Sharing Platform in Development 

 Pete O’Dell, Founder/Director, Swan Island Networks  

 Michael Batt, Director, US Partner Group, Microsoft 

9:45-10:15 am          Informal Discussions & Break 

 

10:15-11:45 am       Roundtable 6: 

Prolonged Loss of Lifeline Utilities:  What are the likely impacts and strategies to 

address them?   An examination of dependencies & interdependencies in a prolonged loss of 

electrical power and its cascading impact on other key utilities / commodities / operations. 

 What are the planning assumptions and priorities of utilities and government regarding 

response and recovery of utility services? 

 How can recovery status and forecasts best be communicated? 

 Are there timeframes that the private sector should plan on for recovery of key utilities?  

What should be targets for self-sufficiency? 

 What can be the ripple effects of a prolonged outage on key regional supply chains? 

 What are considered critical facilities for priority recovery? Who determines? What 

factors are considered? 

 How can business, utilities and government collaborate to improve resiliency to utility 

disruptions? 

 

Introductory remarks by: 

 Carlos Torres, Vice President Emergency Management, ConEd  

 Patricia Mullin, Director of Operations Support, Jersey Central Power & 

Light 

 PSEG Representative (invited) 

 Suzanne Lemieux, Sr. Policy Administrator, American Petroleum Institute  

 John Ekman, Sr. Director Security & Emergency Response, SUEZ 

Environnement North America  

 Steven Gutkin, Associate Director, NJ Office of Homeland Security & 

Preparedness 

 Ira Tannenbaum, Assistant Commissioner for Public/Private Initiatives, 

NYC Office of Emergency Management (OEM) 

 

11:45-12:00 pm Short Break  
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12:00-1:00 pm Roundtable 7:    

  When Hell Freezes Over:  Climate Change Surprises & the Global Supply Chain 

Introductory remarks by: 

 Vladimir Stenek, Sr. Climate Change Specialist, International Finance 

Corporation, World Bank 

 Suzanne Richer, President, NY Council Supply Chain Management 

Professionals 

 Michael Bruno PhD., Dean of Engineering & Science, Stevens Institute 

 Arash Azadegan, PhD, Director, Department of Supply Chain Management, 

Rutgers Business School  

 

1:00-2:30 pm              Luncheon  

 

1:30 pm                       Luncheon Keynote Address:  ISIS and Homegrown Violent Extremists 

 Gregory Ehrie, Special Agent in Charge of the Intelligence Division, Federal 

Bureau of Investigation (FBI) 

 

2:30-3:45 pm              Roundtable 8:  

  Terrorism Abroad & At Home:  Latest Terrorist Threats and What to Expect on the            

  Horizon                                    

             Introductory remarks by: 

 Kathy Bukolt, Senior Executive Service, J2 Directorate, NORAD and US 

Northern Command 

 Karen Greenberg, Director, Center for National Security, Fordham University  

 Trent Thompson, Chief, Private Sector and NGO Office, Interagency Directorate, 

NORAD and US Northern Command 

 Gregory Ehrie, Special Agent in Charge of the Intelligence Division, Federal 

Bureau of Investigation (FBI) 

 

3:45-4:15 pm           Forum Summary and Next Steps 
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Registered Participants 
 

Brian Allen Time Warner Cable, Chief Security Officer 

 

Howard Apsan The City University of New York (CUNY), Director of Environmental 

Health and Safety and Risk Management 

Kai Tung Au Port Authority of NY and NJ, Principal Structural Engineer 

Arash Azadegan Rutgers Business School, Director, Dept. of Supply Chain Management 

Gary Bahadur Razient, Chief Executive Officer 

Vincent Barbuto GroupM, Director of Business Continuity  

Carl Barchus Times Square Alliance, Director of Public Safety 

Laurie Barnett Southwest Airlines, Senior Director, Outreach & Preparedness 

Michael Batt Microsoft, Director, US Partner Government Cloud Sales  

De’Anna Belgio Regional Catastrophic Planning Team, New Jersey Urban Area 

Security Program Manager 

Nick Bennett Mandiant, Sr. Manager, Professional Services 

Michael Bruno Stevens Institute of Technology, Dean of School of Engineering & 

Science 

Kathy Bukolt NORAD and U.S. Northern Command, Senior Executive Service, J2 

Directorate 

Mathew Burrows Office of the Director of National Intelligence (ODNI), Counselor 

(former), Atlantic Council, Director, Strategic Foresight Initiatvie 

Terence Cairns Vodafone, Head of Security  

Fritzmarie Cesar Federal Emergency Management Agency (FEMA), Private Sector 

Liaison 

Larry Clinton Internet Security Alliance (ISA), President & CEO 

Joe Coccia Port Authority of New York New Jersey, Manager, Port Security 

Ken Damstrom Goldman Sachs, Global Head of Security 
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Tamara Daughdrill Federal Reserve Bank of New York, Assistant Vice President 

Chloe Demrovsky DRI International (DRII), Executive Director 

Susanne DesRoches Port Authority of New York & New Jersey, Engineering Program 

Manager 

Jose DosSantos US Federal Emergency Management Association (FEMA) Region II, 

Branch Chief 

Lindsey Durvin First Data, Vice President, Properties 

Gregory Ehrie Federal Bureau of Investigation (FBI), Special Agent in Charge of the 

Intelligence Division 

John Ekman SUEZ Environment North America, Sr. Director, Security and 

Emergency Response 

Mitch Erickson U.S. Department of Homeland Security, Science Advisor 

Darryl Farber Penn State University, Assistant Professor 

Timothy Farrell Bank of America, Senior Vice President 

Frank Fiumano United States Coast Guard, NY Sector, Port Security Specialist 

Kevin Francis Allied Barton Security Services, Business Development Specialist 

David Garland CME Group, Director, Disaster Recovery 

Michael Gianchetta GIANCO Environmental Services, Vice President 

Erich Giebelhaus New York City Department of Health, Director, Interagency 

Coordination 

Greg Gist Citi, Director, Industry Relations, Office of Emergency Management 

Chris Green Novartis Business Services, Head of Business Continuity 

Brandon Greenberg George Washington University, Doctoral Candidate, DisasterNet, 

Founder  

Karen Greenberg Fordham Law School, Director, Center on National Security 

Steven Gutkin New Jersey Office of Homeland Security & Preparedness, Associate 

Director 
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Bob Harley Port Authority of New York & New Jersey, Port Operations 

Supervisor, Port Commerce 

Julie Harris       Technical Advisor, NY Governor's Office of Storm Recovery 

 

Ed Harrison Port Authority of New York & New Jersey, General Manager, Stewart 

Airport 

Jerome Hatfield Federal Emergency Management Association, Region II, Regional 

Administrator 

Joseph Homsi MUFG Union Bank, N.A., Director 

Meghan Housewright National Fire Protection Association, Associate General Counsel, 

Government Affairs 

Robert Ingram Fire Department of New York (FDNY), Battalion Chief and WMD 

Chief 

Maybelle Jadotte Port Authority of New York & New Jersey, Business Continuity 

Manager 

David Jenny Walgreens, Asset Protection Manager, Public-Private Preparedness 

Liaison 

Lola Judge Federal Reserve Bank of New York, Senior Vice President 

Mark Keim Centers for Disease Control (CDC), Sr. Science Advisor (former); 

DisasterDoc, LLC, Founder (current) 

Danil Kerimi World Economic Forum, Director, Center for Global Industries 

Patrick Kinnier McAllister Towing, Port Captain 

Bob Kolasky U.S. Department of Homeland Security, Deputy Assistant Secretary, 

Office of Infrastructure Protection, National Protection and Programs 

Directorate (NPPD) 

Karie Lardon Southwest Airlines, Director Preparedness 

Suzanne Lemieux American Petroleum Institute, Senior Policy Advisor 

Kathleen Lucey S&P Capital IQ, Director, Risk Assessment and Incident Management 

Andrew Lynn Port Authority of New York and New Jersey, Director, Planning and 

Regional Development 
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Maryam Mahdkiani Rutgers Business School, PhD Candidate 

Lori Manning      NY Governor's Office of Storm Recovery, Technical Advisor 
 

Kevin McCabe U.S. Customs and Border Protection, Chief 

Jerry McCarty Port Authority of New York and New Jersey, Director, Emergency 

Management 

Michael McCorkle First Data, Vice President, Business Continuity  

Gil Meyer DuPont, Director, Global Crisis Management 

Dave Miller Guardian Life Insurance Company, Sr. Emergency Preparedness 

Manager 

Patricia Mullin Jersey Central Power & Light, Director of Operations Support 

Penny Neferis JetBlue Airways, Director, Business Continuity & Emergency Response 

Bryan Norcross The Weather Channel, Sr. Executive Director & Hurricane Specialist 

Pete O’Dell Swan Island Networks, Founder/Director 

John Paczkowski The Infrastructure Security Partnership (TISP), Member of the Board, 

ICF International, Vice President 

Jenean Paschalidis UNICEF, Senior Manager, Enterprise Risk Management 

Dan Portuese Port Authority of New York and New Jersey, Manager, Tunnel, 

Bridges and Tolls Security, Security Operations and Programs 

Department 

Stephanie Raphael New Jersey Office of Homeland Security & Preparedness, Director of 

Communications 

Brian Reich Time Warner Cable, Director of Security Operations 

Suzanne Richer New York Council of Supply Chain Management Professionals, 

President; Amber Road, Director, Trade Advisory Practice 

Marlene Roberts Federal Deposit Insurance Company (FDIC), Sr. Specialist 

Thomas Robson Fire Department of City of New York (FDNY), Battalion Chief 

Christopher Rodriguez New Jersey Office of Homeland Security & Preparedness, Director 
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Susan Rogers Financial Services Information and Analysis Center (FS-ISAC), 

Business Resiliency, Director 

Ric Ross NC-4, Vice President 

Andrew Smith MUFG Union Bank, N.A., Vice President, Business Continuity 

Management, Enterprise Risk Management for the Americas; 

Association of Contingency Planners 

Gary Steiner U.S. Customs & Border Protection, Deputy Chief / Emergency 

Preparedness Coordinator 

Vladimir Stenek International Finance Corporation / World Bank, Sr. Climate Change 

Specialist 

Ira Tannenbaum New York City Office of Emergency Management (NYC OEM), 

Assistant Commissioner for Public / Private Initiatives 

Trent Thompson NORAD and US Northern Command, Chief, Private Sector and NGO 

Office, Interagency Directorate 

Brian Tishuk Chicago First, Executive Director 

Carlos Torres ConEd, Vice President, Emergency Management 

Robert Vogt Resiliency Program Manager, PSEG  

Tom Walsh New York Sandy Hook Pilots, Harbor Pilot 

David Warrington Port Authority of New York and New Jersey, Manager, Security 

Operations, Office of Emergency Management 

Sean Waters US Department of Homeland Security/FEMA, Emergency Analyst 

Michael Weber New York State Homes and Community Renewal, Senior Policy 

Advisory 

Linda Wenze Nassau-Suffolk Hospital Council, Coordinator of Emergency 

Preparedness Planning 

Franklin Westfall U.S. Department of Homeland Security, Regional Director 

Christine Weydig Port Authority of New York and New Jersey, Deputy Director & 

Utilities Management, Environmental & Energy Program 

Rae Zimmerman New York University, Professor of Planning and Public Administration 
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Debra Zoppy Guardian Life Insurance Company, AVP, Resiliency & Operational 

Risk Management 

Guy Zummo Port Authority of New York and New Jersey, Program Director for 

Project Management, John F. Kennedy International Airport 

Staff 

Sarah Bons International Center for Enterprise Preparedness (InterCEP), NYU, 

Project Coordinator & Researcher 

Parker Coyne International Center for Enterprise Preparedness (InterCEP), NYU, 

Project Coordinator & Researcher 

Bill Raisch International Center for Enterprise Preparedness (InterCEP), NYU, 

Executive Director 

Carlos Restrepo International Center for Enterprise Preparedness (InterCEP), NYU, 

Senior Researcher 

Carol Shields International Center for Enterprise Preparedness (InterCEP), NYU, 

Program Manager  


