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International Center for Enterprise Preparedness (InterCEP) 

What Do You Need? Advancements in Situational Intelligence 

Web Forum 

 

On June 23, 2016, InterCEP held a web forum on the latest advancements in situational intelligence with 

Pete O'Dell, founder and CEO of Swan Island Networks. This topic is central to InterCEP’s mission to 

promote collaboration and information sharing to support constructive action.  The discussion with 

participants also focused on the needs of the professional community and current directions in 

technology. 

 

Resilience and Preparedness 

Judith Rodin of the Rockefeller Foundation, defines resilience in The Resilience Dividend, as “the capacity 

of any entity— an individual, a community, an organization, or a natural system— to prepare for 

disruptions, to recover from shocks and stresses, and to adapt and grow from a disruptive experience.”  

A critical part of resilience during a major disruption is collaboration. The ability of organizations to 

work together can improve resilience since it is very difficult to address the impacts of disruption alone. 

Developing networks can also be a key element of flexibility and adaptation. This allows for response 

measures to be ready to go during a disruption instead of adopting a “wait for a miracle” approach 

when something happens. 

Resilience is also improved when information is available, when organizations are able to validate that 

information and make decisions based on it. Information flows can evolve rapidly. An example is the 

recent mass shooting event in Orlando, Florida, where the information about the impacts and cause of 

attack evolved significantly in a short amount of time.  

 

Key Elements of Situational Awareness 

Situational awareness is having an accurate understanding of our surroundings — where we are, what 

happened, what is happening, what is changing and what could happen. Some key elements of good 

situational awareness include the following:  

 Assemble information and analyze it so that an organization understands what it means and 

potential impacts 

 Assess the impacts on the organization in the context of the broader disruption 
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 Understand signal to noise, which refers to how much information an organization is receiving 

versus how much is useful; oftentimes there is an extraordinary amount of information and the 

ability to mine the signal and get the right information is critical 

Organizations should think about scenarios based on threats that may impact them and also about the 

risks associated with those threats. For example, in the Pacific Northwest a big concern is the Cascadia 

Fault since an earthquake there could cause a tremendous amount of damage. But this kind of threat is 

difficult to think about on a daily basis. On the other hand there are other threats that can impact an 

organization at any time and sometimes often, including cyber-attacks, power failures and other 

infrastructure failures.   

 

Information and Data to Support Resilience 

A very significant amount of information that comes from sources outside an organization comes from 

open sources and social media. To support resiliency efforts an organization should augment those open 

sources with its own internal intelligence. In addition, organizations should be able to: 

 Validate information 

 Prioritize information  

 Project what could happen based on the information and create plausible scenarios, and 

 Make decisions based on that information  

 

In terms of using open source information and social media, these are some of the issues that 

organizations and those providing situational intelligence have to deal with: 

 Twitter is a very important source of information but it is not verified and it can become a very 

misleading source if used poorly 

 911 dispatches can drive alerts, but one problem is that they are in 3,700 separate jurisdictions 

rather than one unified entity 

 Drones have the potential to grab a lot of information and this is an area where more will be 

done in the near future 

 Facial recognition has the potential to identify a threat proactively 

 

One of the pillars of being able to drive situational awareness is interoperable data platforms. The 

reason the Internet works is because it consists of systems that share information at a rapid rate and 

rely on good standards. That is the secret of this aspect of global information sharing: free and open 

standards, like the OASIS standard.  
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Situational awareness platforms such as TX360 can support resilience efforts and can be augmented by 

smart alerts. Figure 1 shows this platform. It can include items such as information about private and 

public assets relevant to an organization, local 911 feeds, video feeds, information about natural 

disasters and severe weather, local news information, and social media. This kind of system can provide 

a wide array of useful information in one screen.  In addition, filters can be used to set up smart alerts to 

drive information based on geography or type of threat, and sent to voice, text, email or other 

platforms.  

 

Figure 1. “Common Operating Picture” Dashboards 

 

Image Source: Pete O’Dell. 

 

Participant Comments and Discussion with Pete O’Dell 

 

For large infrastructure agencies in the New York City Metropolitan Area, an important challenge is 

variability in terms of threats depending on location. Even within natural disasters, the threats in Long 

Island are different from those in the north of New York City. This makes it difficult to pool everything in 

one consistent report, to do that in a short amount of time, and to provide it to top management so 

decisions can be made.  

These agencies do a good job at the operational level in terms of monitoring information and situational 

awareness for each component of a network. For example, an agency such as the MTA monitors 
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components of its infrastructure such as LIRR and Metro-North, but it would be good to feed 

information about these networks into a broader system that allowed an agency to look for trends and 

signals.  

For some infrastructure systems such as ports, some of the biggest challenges include weather, 

earthquakes and other natural disasters. With weather-related natural disasters there is often lead time 

to prepare but many agencies work with lean resources so it’s important to see available information 

and to understand what resources are available to support response efforts and where they may be 

located. This includes, transportation resources, for example. Understanding where assets are located 

and where they may be needed is key to being able to get equipment in and out of an area and to be 

able to respond successfully. In this regard, situational awareness that provides a quick reference to 

where equipment and other assets are located and how to move them around is critical.  

The Metro-OPS situational awareness platform developed by InterCEP will expand to include resource 

matching and sharing approaches. This area is considered key for greater collaboration in the region to 

support resilience.  

 

 


