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Introduction 

A key principle of organizational resilience is the use of the best available information to survey the 

landscape and keep abreast of potential risks that can lead to disruptions1. As part of its activities to 

support resiliency efforts, the International Center for Enterprise Preparedness (InterCEP) is constantly 

assessing global risks and disseminating up-to-date information about relevant risks.2 These risks are 

identified through reports in the literature on global risks, as well as through InterCEP’s various 

activities, including face-to-face and web forums where experts and risk analysts share their insights and 

expertise. 

This report is divided into three sections. Section 1 summarizes and discusses the findings of the World 

Economic Forum on perceptions of global risks as reported in their Global Risks Report 2016. Section 2 

summarizes and discusses the latest global risks assessment reported by the Economist Intelligence Unit 

(EIU). And Section 3 summarizes the relevant findings on global risks distilled from InterCEP activities 

throughout the last year.    

 

I. World Economic Forum – Global Risks 

In The Global Risks Report 2016, the World Economic Forum defines a global risk as, “an uncertain event 

or condition that, if it occurs, can cause significant negative impact for several countries or industries 

within the next 10 years.”3 The authors of the report used the results of the Global Risks Perception 

Survey (GRPS) to assess global risks of concern. This survey was conducted between September and 

October of 2015. 742 responses to the survey were used in the analyses and the respondents represent 

various stakeholders, including business, government, academia, non-government organizations (NGOs) 

and international organizations.4 The World Economic Forum summarizes the results of the surveys as a 

list of Top 10 risks for two categories: those risks perceived to be most likely to happen and those risks 

perceived to potentially have the biggest impacts. These risks are summarized in Tables 1 and 2 below. 

                                                           
1 See, for example, Van Opstal, D. 2012. “The Resilience Imperative,” in O. Pacheco and K. Smith, Center for 
Infrastructure Protection and Homeland Security, The CIP Report 11(6): 2-3. 
2 See W. G. Raisch, C. E. Restrepo, P. M. Coyne, C. A. Shields, and A. R. Swan. April 2016. "Regional Networks for 
Operational Intelligence & Agility: Focusing on Day-to-Day Operations and Advancing Strategic Resilience." Center 
for Infrastructure Protection & Homeland Security, George Mason University. Available at: 
http://cip.gmu.edu/2016/04/05/regional-networks-operational-intelligence-agility-focusing-day-day-operations-
advancing-strategic-resilience/ 
3 See World Economic Forum, The Global Risks Report 2016, page 11. Available at: 
https://www.weforum.org/reports/the-global-risks-report-2016/ 
4 See World Economic Forum, The Global Risks Report 2016, page 88. Available at: 
https://www.weforum.org/reports/the-global-risks-report-2016/ 
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The report also divides these risks into five broad categories: economic, environmental, geopolitical, 

societal and technological.  

 

Table 1. Top 10 Risks in Terms of Likelihood 

Rank Global Risk Type of Risk 

1 Large scale involuntary migration Societal 

2 Extreme weather events Environmental 

3 Failure of climate-change mitigation and adaptation Environmental 

4 Interstate conflict Geopolitical 

5 Natural catastrophes Environmental 

6 Failure of regional governance Geopolitical 

7 Unemployment or underemployment Economic 

8 Data fraud or theft Technological 

9 Water crises Societal 

10 Illicit trade Economic 

Source: World Economic Forum, The Global Risks Report 2016, Figure 1, page 3. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 

 

Table 2. Top 10 Risks in Terms of Impact 

Rank Global Risk Type of Risk 

1 Failure of climate-change mitigation and adaptation Environmental 

2 Weapons of mass destruction Geopolitical 

3 Water crises Societal 

4 Large-scale involuntary migration Societal 

5 Energy price shock Economic 

6 Biodiversity loss and ecosystem collapse Environmental 

7 Fiscal crises Economic 

8 Spread of infectious diseases Societal 

9 Asset bubble  Economic 

10 Profound social instability Societal 

Source: World Economic Forum, The Global Risks Report 2016, Figure 1, page 3. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 

 

The World Economic Forum also summarizes the results of the Global Risks Perception Survey (GRPS) for 
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the period 2007-2016.5 Tables 3 and 4 include the results for the last five years (2012-2016), again by 

likelihood and impact. Over this period, concern about environmental issues has remained consistent 

and these include risks related to climate change, water crises and natural disasters. The relative 

importance of geopolitical risks increased; in 2012 none of the top 5 risks were in this category but in 

2015 three of the top 5 global risks ranked by likelihood were in the geopolitical category. In terms of 

impact, concerns seem to have shifted from economic issues in 2012 to societal and geopolitical issues. 

However, in 2016 the top concern in terms of impact is considered to be environmental and is related to 

climate change. 

 

Table 3. Top 5 Global Risks in Terms of Likelihood, 2012-2016 

Rank 2012 2013 2014 2015 2016 

1 Severe 
income 
disparity 

Severe income 
disparity 

Income disparity Interstate conflict 
with regional 
consequences 

Large-scale 
involuntary 
migration 

2 Chronic 
fiscal 
imbalances 

Chronic fiscal 
imbalances 

Extreme weather 
events 

Extreme weather 
events 

Extreme 
weather 
events 

3 Rising 
greenhouse 
gas 
emissions 

Rising 
greenhouse gas 
emissions 

Unemployment 
and under-
employment 

Failure of national 
governance 

Failure of 
climate 
change 
mitigation 
and 
adaptation 

4 Cyber 
attacks 

Water supply 
crises 

Climate change State collapse or 
crisis 

Interstate 
conflict 
with regional 
consequences 

5 Water 
supply crises 

Mismanagement 
of population 
ageing 

Cyber attacks High structural 
unemployment or 
underemployment 

Major natural 
catastrophes 

Source: World Economic Forum, The Global Risks Report 2016, page 11. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 

 

 

                                                           
5 See World Economic Forum, The Global Risks Report 2016, page 11. Available at: 
https://www.weforum.org/reports/the-global-risks-report-2016/ 
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Table 4. Top 5 Global Risks in Terms of Impact, 2012-2016 

Rank 2012 2013 2014 2015 2016 

1 Major 
systemic 
financial 
failure 

Major systemic 
financial failure 

Fiscal crises Water crises Failure of 
climate 
change 
mitigation 
and 
adaptation 

2 Water supply 
crises 

Water supply 
crises 

Climate change Rapid and massive 
spread of 
infectious 
diseases 

Weapons of 
mass 
destruction 

3 Food 
shortage 
crises 

Chronic fiscal 
imbalances 

Water crises Weapons of mass 
destruction 

Water crises 

4 Chronic fiscal 
imbalances 

Diffusion of 
weapons of 
mass 
destruction 

Unemployment 
and 
underemployment 

Interstate 
conflicts with 
regional 
consequence 

Large-scale 
involuntary 
migration 

5 Extreme 
volatility in 
energy and 
agriculture 
prices 

Failure of 
climate change 
mitigation and 
adaptation 

Critical 
information 
infrastructure 
breakdown 

Failure of climate 
change mitigation 
and adaptation 

Severe 
energy price 
shock 

Source: World Economic Forum, The Global Risks Report 2016, page 11. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 

 

The Global Risks Report 2016 also provides information about risk perception by region. For this part of 

the analyses the authors of the report rely on the World Economic Forum’s Executive Opinion Survey 

(EOS), which aims to capture perspectives on a wide range of socio-economic issues among over 13,000 

executives in 140 economies around the world. As part of the EOS, respondents were asked to “select 

the five global risks that they were most concerned about for doing business in their country within the 

next 10 years.”6 The results are summarized in Tables 5 and 6. They are presented as “Percentage of 

economies in which a risk appears among the top five of highest concern for doing business,” so that the 

top risks are those risks of most concern for doing business in the economies of a region. Regions with 

                                                           
6 See: World Economic Forum, The Global Risks Report 2016, page 69. Available at: 
https://www.weforum.org/reports/the-global-risks-report-2016/ 
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more than five top risks have two or more risks that were tied in terms of perceived risks of doing 

business.  

As Table 5 shows, in Europe the most commonly perceived risks for doing business in the region are 

mostly related to economic issues, such as fiscal crises and unemployment. In North America, which 

includes the United States and Canada, there is a lot of variation in the perception of risks for doing 

business. These include economic issues such as asset bubble and fiscal crises, environmental issues 

such as climate change, geopolitical issues such as terrorism, and technological issues such as 

cyberattacks, which is the top risk, and data fraud or theft. In East Asia and the Pacific the top perceived 

risks of doing business include economic issues such as energy price shocks and asset bubble, 

technological issues such as cyberattacks, and environmental issues such as natural catastrophes.   

Concerns about economic risks also feature prominently in middle-income and less wealthy economies. 

In addition, in regions such as Latin America and the Caribbean, Sub-Saharan Africa and South Asia, 

there is significant concern about risks related to the failure of national governance.  

 

Table 5. Top Risks by Region: Percentage of Economies in which a Risk Appears among the Top Five of 

Highest Concern for Doing Business 

Risk 
Rank 

Europe North America Central Asia and 
Russia 

East Asia and the 
Pacific 

1 Fiscal Crises Cyberattacks Fiscal crises Energy price shock 

2 Unemployment and 
underemployment 

Asset bubble Unmanageable 
inflation 

Asset bubble 

3 Failure of financial 
mechanism or 
institution 

Energy price 
shock 

Unemployment or 
underemployment 

Cyberattacks 

4 Energy price shock Fiscal crises Interstate conflict Fiscal crises 

5 Asset bubble Failure of 
critical 
infrastructure 

Failure of financial 
mechanism or 
institution 

Natural catastrophes 

6  Failure of 
climate change 
adaptation 

 Unemployment or 
underemployment 

7  Terrorist 
attacks 

 Unmanageable 
inflation 

8  Data fraud or 
theft 

  

Source: World Economic Forum, The Global Risks Report 2016, pages 69-73. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 
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Table 6. Top Risks by Region: Percentage of Economies in which a Risk Appears among the Top Five of 

Highest Concern for Doing Business (continued) 

Rank Latin America and the 
Caribbean 

Middle East and 
North Africa 

Sub-Saharan 
Africa 

South Asia 

1 Failure of national 
governance 

Unemployment or 
underemployment 

Unemployment 
and 
underemployment 

Energy price shock 

2 Energy price shock Energy price shock Energy price shock Failure of national 
governance 

3 Unemployment of 
underemployment 

Fiscal crises Failure of national 
governance 

Fiscal crises 

4 Profound social 
instability 

Terrorist attacks Failure of critical 
infrastructure 

Unemployment or 
underemployment 

5 Fiscal crises Asset bubble Fiscal crises Failure of climate 
change adaptation 

6  Interstate Conflict   

Source: World Economic Forum, The Global Risks Report 2016, page 69-73. Available at: 

https://www.weforum.org/reports/the-global-risks-report-2016/ 

 

2. Economist Intelligence Unit – Top Global Risks 

As part of its global forecasting services, the Economist Intelligence Unit (EIU) publishes a list of what 

their analysts consider to be the top global risks. In the Spring of 2016 these risks are focused on 

economic and geopolitical issues and are summarized in Table 7.7 

                                                           
7 See: The Economist Intelligence Unit, Global Forecasting Service, 
http://gfs.eiu.com/Archive.aspx?archiveType=globalrisk 
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Table 7. Top Global Risks, the Economist Intelligence Unit (EIU), Spring 2016 

Rank Risk Probability  Impact 

1 China experiences a hard landing High Very High 

2 Currency volatility culminates in an 
emerging markets corporate debt crisis 

High High 

3 Beset by external and internal pressures, 
the EU begins to fracture 

Moderate Very High 

4 "Grexit" is followed by a euro zone 
break-up 

Moderate Very High 

5 Donald Trump wins the US presidential 
election 

Moderate High 

6 The rising threat of jihadi terrorism 
destabilizes the global economy 

Moderate High 

7 Global growth surges in 2017 as 
emerging markets rally 

Low Very High 

8 The UK votes to leave the EU Low High 

9 Chinese expansionism prompts a clash 
of arms in the South China Sea 

Low High 

10 A collapse in investment in the oil sector 
prompts a future oil price shock 

Very low High 

Source: The Economist Intelligence Unit, Global Forecasting Service, April 2016.   

 

2.1. China experiences a hard landing8 

A slowdown of China’s economy is considered to be a high probability and very high impact risk. Signs of 

concern about the performance of China’s economy include a build-up of the economy’s debt stock and 

poor performance of the renminbi exchange rate against the U.S. dollar.   

A significant downturn in China’s economy would have very high impacts through world economies, 

especially economies in Latin America, the Middle-East and Sub-Saharan Africa, where decreasing 

commodity prices would have significant negative impacts. A decrease in demand for manufactured 

goods in China would also have significant impacts on the economies of North America and Europe, 

which currently export these goods to that market.   

 

 

                                                           
8 See: The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2896 
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2.2 Currency volatility culminates in an emerging markets corporate debt crisis9 

A tightening of monetary policy in the U.S. is also considered a high probability and high impact risk by 

the EIU, especially for economies with significant fiscal and current-account deficits and those that rely 

on commodity exports. Increasing rates would lead to higher costs of foreign-currency borrowing and 

potentially a debt crisis.  

 

2.3 Beset by external and internal pressures, the EU begins to fracture10 

Sluggish economic growth, high debt, the refugee crisis and terrorist attacks are creating pressures that 

have led to discussions about some member economies leaving the European Union (EU). The 

Economist Intelligence Unit considers the risk of the EU fracturing to be moderate and the impact to be 

very high. The responses by member countries to these various pressures show there is lack of unity 

within the EU. If the members of the EU decide to impose land borders and other measures that would 

decrease trade flows the result would be reduced economic growth with impacts for the whole region 

and the world.  

 

2.4 “Grexit” is followed by a euro zone break-up11 

The future of Greece within the euro zone remains at risk given concerns about its economy and high 

debt. The EIU considers the risk of Grexit to have a moderate probability but very high impact. If the 

governing coalition is unable to implement pension cuts and other reforms to meet the current bailout 

agreement it could lead to capital controls and Greece’s departure from the euro zone currency. If other 

countries in the EU follow suit the impact on the world economy would be very high and could lead to 

recession.  

 

2.5 Donald Trump wins the US presidential election12 

Donald Trump is the most likely presidential candidate for the Republican Party in the U.S. The policies 

expressed during his campaign suggest he would support anti-immigration and anti-trade policies. The 

EIU considers the risk of a Donald Trump presidency to be moderate probability and high impact. Donald 

Trump’s negative statements towards trade agreements, including the North American Free Trade 

Agreement (NAFTA), as well as his stance on immigration and the exclusion of foreign Muslims from 

                                                           
9 See: The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2897 
10 See: The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2898 
11 See: The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2899 
12 See: The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2900 
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entering the United States, could exacerbate political tensions, hurt the economy and increase security 

risks.   

 

2.6 The rising threat of jihadi terrorism destabilizes the global economy13 

The EIU considers the probability of jihadi terrorism destabilizing the global economy to be moderate 

and high impact. Recent terrorist attacks in France, Lebanon, Indonesia and Belgium, and the targeting 

of a Russian airline plane in Egypt, among other events, has made this a prominent policy agenda item. 

The rise and spread of groups like ISIS and Boko Haram suggests terrorist attacks could increase which 

would have negative repercussions for security, business confidence and the global economy.  

 

2.7 Global growth surges in 2017 as emerging markets rally14 

A rapid economic rebound by emerging markets is considered a low probability but very high impact 

development by the EIU. In this case the impacts are considered positive. Global equity markets seem to 

be improving rapidly, China’s currency is strengthening and commodity prices appear to have stabilized. 

These factors suggest global growth in 2017 could be above 4% and that commodity prices could begin 

to increase. This would benefit the economies of commodity exporters in Latin America, Africa and the 

Middle East.   

 

2.8 The UK votes to leave the EU15 

The United Kingdom will hold a referendum on whether to leave the European Union on June 23, 2016. 

The EIU considers the probability of the UK leaving the EU to be low but the impact would be high. Such 

an event would hurt the UK’s economy as exporters would face more hurdles for their products in the 

EU and financial services could also be curtailed.  

 

2.9 Chinese expansionism prompts a clash of arms in the South China Sea16 

The EIU considers a clash over disputed islands in the South China Sea to be a low probability but high 

impact risk. The issues gained attention over the last few years as a result of the dredging work by the 

Chinese that resulted in the creation of artificial islands and potential military bases. These changes are 

                                                           
13 See The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2901 
14 See The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2902 
15 See The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2903 
16 See The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2904 
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taking place in an area of small islands that are claimed by China, Malaysia, Vietnam and the Philippines. 

The deployment of surface-to-air missiles on the Paracel Islands by China has also led to tensions with 

Vietnam and others. The result could be a military build-up in the region which would lead to a higher 

risk of military escalation and conflict. These regional tensions could also have a negative impact on 

global trade flows. 

 

2.10 A collapse in investment in the oil sector prompts a future oil price shock17 

 

The reduction in the price of oil could lead to a reduction in long-term investment in the energy sector 

which could potentially compromise the supply of energy products. The EIU considers this risk to have a 

very low probability of occurring but such a scenario would have a high impact. According to the EIU, oil 

and gas projects estimated at approximately US$400 billion dollars have been deferred or cancelled as a 

result of economic signals in the sector.  

 

3. InterCEP: Global Risks and Resiliency Efforts 

As part of its mission to promote organizational resilience, the International Center for Enterprise 

Preparedness (InterCEP) conducts a number of activities related to global risks and ways to address 

them. InterCEP staff work with experts and with members of the Global Resilience Network (GRN) and 

the Metropolitan Resilience Network (GRN) to identify important risks and threats to the operations of 

private and public organizations. In this section of the report the main ongoing and emerging risks 

identified by InterCEP in the past year are summarized. Table 8 lists these risks and each one is briefly 

described in the rest of the section.  

 

Table 8. Ongoing and Emerging Risks Identified by InterCEP in 2015-16 

Risk Category Timeframe 

Dirty Bombs Safety and Security Ongoing 

Improvised Nuclear Devices Safety and Security Ongoing 

Vulnerabilities in the Global 
Positioning System (GPS) 

Technology Ongoing 

Insider Threat by Cyber Vector Technology Ongoing 

Heat Waves: Lessons Learned 
for World Cities 

Environment and Natural 
Hazards 

Ongoing 

                                                           
17 See The Economist Intelligence Unit, http://gfs.eiu.com/Article.aspx?articleType=gr&articleId=2905 
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Impacts of Sea Level Rise in 
Coastal Urban Areas 

Environment and Natural 
Hazards 

Ongoing 

Hurricanes and Major Storms: 
Predictions and Outlook 

Environment and Natural 
Hazards 

Ongoing 

Middle-East Respiratory 
Syndrome (MERS) 

Public Health Emerging 

Zika Virus   Public Health Emerging 

Space Weather EMP's, Solar 
Flares & Grid Resilience 

Critical Infrastructure / 
Environment and Natural 
Hazards 

Ongoing 

 

3.1 Dirty Bombs 

The Centers for Disease Control and Prevention (CDC) defines a dirty bomb as a “mix of explosives, such 

as dynamite, with radioactive powder or pellets. When the dynamite or other explosives are set off, the 

blast carries radioactive material into the surrounding area.”18  The potential threat of a dirty bomb, 

which could cause widespread panic and create very significant environmental clean-up costs is 

something that cities and metropolitan areas have to prepare for. In New York City, key agencies 

including the Police Department, the Fire department, the Department of Health and Mental Hygiene 

and Emergency Management have collaborated to address this threat and have created plans for setting 

up centers to test for radiation and provide treatment in the event of a dirty bomb. They have also 

collaborated with Federal agencies on communications strategies in this area. On December 16, 2015, 

the International Center for Enterprise Preparedness (InterCEP) held a live web forum titled Dirty 

Bombs: A New York City Multi-Agency Perspective.  As part of the event, speakers from the 

aforementioned New York City agencies discussed dirty bombs, also known as radiological dispersion 

devices (RDD), their potential impacts and agency preparedness programs.19  

 

3.2 Improvised Nuclear Devices 

An improvised nuclear device (IND) consists of illegally-obtained fissile material that can be used to 

create a nuclear detonation. Uranium-235 and Plutonium-239 are the two isotopes that would most 

likely be used for this purpose. The potential yield of an IND ranges from 1 to 10 KT of TNT and the 

effect of such a detonation on an urban area would be catastrophic and would lead to massive loss of 

life and physical damage. On February 24, 2016, InterCEP held a web forum with Newton Tang, from the 

                                                           
18 See Centers for Disease Control and Prevention (CDC), Radiation Emergencies, Frequently Asked Questions 
(FAQs) About Dirty Bombs. Available at: http://emergency.cdc.gov/radiation/dirtybombs.asp 
19 See InterCEP, Dirty Bombs: A New York City Multi-Agency Perspective - Web Forum Summary , 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/56b121701bbee0c195805ba9/1454449009
061/DirtyBomb_WebForum_Dec162015_web.pdf 
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Federal Emergency Management Agency (FEMA), to discuss improvised nuclear devices (IND). As part of 

the discussion he described the nature of the threat, the role of FEMA in this area, potential impacts 

associated with an IND, and preparedness efforts in this area. As part of its preparedness efforts FEMA 

works with a number of scenarios that take into account the INDs that could potentially be used, the 

built environment and infrastructure in the New York City metropolitan area, and weather patterns to 

assess what could be done to prioritize saving lives during such an event. As part of its work, FEMA 

works with partners across the United States to develop plans for cities considered to be at-risk from 

this threat.20   

 

3.3 Vulnerabilities in the Global Positioning System (GPS) 

Discussions about critical infrastructure vulnerabilities rarely include the Global Positioning System (GPS) 

and yet society is now largely dependent on this free service provided by the U.S. government. It has 

become essential for spatial and navigation purposes, as well as for time-stamped operations and 

synchronization. GPS is now critical to the aviation, rail, ground transportation, agricultural, and financial 

sectors among others. GPS is vulnerable to a number of unintentional and intentional vulnerabilities, 

and these include space weather, jamming and spoofing. On September 29th, 2015, InterCEP held a web 

forum with Jim Caverly, recognized as a leading expert in Homeland Security with a focus on critical 

infrastructure protection and resilience. The web forum was titled Catastrophic Vulnerabilities in GPS, 

and the discussion focused on the critical dependencies on the Global Positioning System (GPS) services 

and current developments to provide redundancy and improve GPS resilience.21 

 

3.4 Insider Threat by Cyber Vector 

A risk of increasing concern for many organizations is insider threat and the potential use of information 

technology to directly or indirectly cause harm. Insiders are individuals with authorized access to data, 

systems and networks and they may be able to bypass security measures through legitimate means. 

Individuals become a threat when they have or have had authorized access to an organization’s 

network, systems, or data, and when they intentionally exceed or misuse that access in a manner that 

negatively affects the confidentiality, integrity, or availability of the organization’s information or 

information systems. On March 16, 2016, InterCEP held a web forum with Randall Trzeciak, director of 

the CERT Insider Threat Center at Carnegie Mellon University’s Software Engineering Institute, to discuss 

                                                           
20 See: InterCEP, Improvised Nuclear Devices: FEMA’s Perspective on the Threat - Web Forum Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/56eaf3ac86db430e40a04fe8/14582383802
01/IND_NewtonTang_FEMA_Summary_02242016.pdf 
21 See InterCEP, Catastrophic Vulnerabilities in GPS - Web Forum Summary, 
https://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/5630d8f0e4b0582c030d2926/1446041840
787/GPS_Web_Forum_Summary.pdf 
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insider threat by cyber vector. The discussion focused on different types of malicious insider threats, key 

research efforts in this area, best practices to mitigate this type of threat, and strategies for building an 

effective insider threat program.22   

 

3.5 Heat Waves: Lessons Learned for World Cities 

Climate change is one of the top global risks of concern according to organizations such as the World 

Economic Forum. One expected outcome of a changing climate is the increased frequency of heat 

waves. The experience with heat waves in cities such as Chicago, Paris and Moscow in the last couple of 

decades shows that they can result in catastrophic loss of life, especially for vulnerable populations such 

as the poor and the elderly. On August 19th, 2015, InterCEP held a web forum with Meredith Connolly 

from the Natural Resources Defense Council (NRDC) to discuss the topic of heat waves in South Asia with 

a special focus on the Heat Action Plan that was developed for the city of Ahmedabad in Gujarat, India. 

With a population of approximately 7 million people, Ahmedabad is one of the fastest growing cities in 

India. It is also at risk for heat waves and heat-related mortality as climate change leads to hotter 

temperatures. During a major heat wave in 2010, temperatures reached 115 degrees Fahrenheit and 

over 1,300 excess deaths were associated with the extreme weather event. NRDC worked with the local 

government, international experts and local stakeholders to draft and launch a citywide Heat Action 

Plan in 2013, the first plan of its kind for a city in South Asia. There is increasing need to develop such 

plans and to promote effective communication in urban areas around the world to address the risks 

posed by heat waves.23  

 

3.6 Projected Impacts of Sea Level Rise in Coastal Urban Areas 

Another outcome of great concern for many urban areas around the world, and in particular for coastal 

cities, is sea level rise and flooding. The data for New York City and Sandy Hook, New Jersey indicate that 

over the last one hundred years sea level has risen on average 3 mm per year in this area. This is about 

one foot over one hundred years. Such changes in sea level can have very significant impacts on coastal 

infrastructure such as walkways, transportation systems, telecommunications systems and electric 

power. New infrastructure and housing projects need to take this change into account since the cost of 

remediation is very high. But sea level rise is not uniform. The most accurate current satellite 

measurements suggest a global average of 2 mm rise per year. On November 12, 2015, InterCEP held a 

                                                           
22 See InterCEP, Insider Threat by Cyber Vector: Briefing and Key Deterrence Strategies - Web Forum Summary,  
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/570e5c9a22482ed7fde29b02/14605590023
83/InsiderThreatbyCyberVector_WebForumSummary_03162016.pdf 
23 See InterCEP, India's Heat Wave: Lessons Learned for World Cities – Web Forum Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/56f2a79307eaa0d8f62d4e41/14587431879
05/Heat+Waves_summary_082015.pdf 
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web forum with Michael Bruno, formerly Dean of the Schaefer School of Engineering and Science at the 

Stevens Institute of Technology, to discuss sea level rise and its relevance and potential impacts to 

coastal urban areas.24  

 

3.7 Hurricanes and Major Storms: Predictions and Outlook 

Hurricanes and coastal storms have the potential to cause extensive damage. In the United States, 

Andrew, Katrina, Ike, and Sandy have cost billions of dollars-worth of damage, and have resulted in 

numerous deaths and injuries. The U.S. is more vulnerable to hurricanes today than ever before given 

the level of population growth and development in coastal areas. On May 12, 2015 and on May 17, 

2016, InterCEP held a web forum with Bryan Norcross, Senior Executive Director of Weather Content 

and Presentation, and Senior Hurricane Specialist at The Weather Channel, to discuss the 2015 and 2016 

hurricane seasons, including information about projections and how to prepare for such disasters. The 

2016 web forum also discussed the new information products that the National Hurricane Center has 

produced, including the new Potential Storm Surge Flooding maps and the issuance of the first Storm 

Surge Watches and Warnings.25  

 

3.8 Middle East Respiratory Syndrome (MERS)  

There are a number of demographic and technological trends that are increasing the risk of pandemics 

and emerging zoonotic diseases. In terms of population, we are currently experiencing very rapid rates 

of population growth in the urban areas of the developing world. These rapidly expanding areas are 

characterized by relatively poor public health services which could facilitate the spread of infectious 

diseases such as Ebola and others. The recent experience of South Korea with an outbreak of Middle 

East Respiratory Syndrome (MERS) suggests that even the best health facilities are vulnerable to new 

and emerging diseases. On October 22, 2015, InterCEP held a web forum with Michael Osterholm, 

Director of the Center for Infectious Disease Research & Policy (CIDRAP) at the University of Minnesota, 

                                                           
24 See InterCEP, Ever Rising Tides: Projected Impacts of Sea Level Rise in Coastal Urban Areas - Web Forum 
Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/56b1222bb09f95fbba4ddbd0/14544491953
66/MichaelBruno_SeaLevelRise_WebForumSummary.pdf 
25 See InterCEP, Hurricane Season 2016: What to Expect & How to Prepare, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/574d9f15859fd066e7f03bca/146470478960
2/HurricaneSeason2016_BryanNorcross_WebForumSummary.pdf 
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to discuss MERS, with an emphasis on current trends and factors that make us vulnerable to future 

outbreaks.26 

 

3.9 Zika Virus  

Zika Virus has emerged as a top global health priority. Although it was discovered in the 1940s in 

Uganda, the recent spread of this virus in Latin America and its link to microcephaly and Guillain-Barré 

syndrome has raised its profile with organizations such as the Centers for Disease Control and 

Prevention (CDC) and the World Health Organization (WHO). Zika virus is transmitted by infected Aedes 

(Aedes aegypti and Aedes albopictus) mosquitoes and these mosquitoes shape the epidemiology of 

disease as well as methods to prevent its spread. On April 14, 2016, InterCEP held a web forum with 

Kathryn A. Hanley, Professor in the Department of Biology at New Mexico State University, to discuss 

Zika virus and other mosquito-borne viruses and to address the origin and spread of these viruses, ways 

to respond to the challenges they pose and potential outcomes for the near future.27  

 

3.10 Space Weather EMP's, Solar Flares & Grid Resilience 

Electric power is a critical infrastructure system that is vulnerable to a number of intentional attacks, 

such as physical and cyber-attacks, as well as to natural hazards such as earthquakes and hurricanes. In 

addition, like GPS, which was described previously, these systems are also vulnerable to space weather 

and solar flares. On January 12, 2016, InterCEP held a web forum with Thomas Popik, founder and 

chairman of the Foundation for Resilient Societies, a nonprofit organization dedicated to the protection 

of North American critical infrastructure from natural and man-made disasters, to discuss the various 

issues that can affect the reliability of the national electric power grid and potential resilience solutions. 

Electric power grids are highly intra-dependent and resilience solutions often look for redundancies in 

faraway geographies.28  

 

                                                           
26 See InterCEP, Preparing for the Next Outbreak: Lessons Learned from MERS - Web Forum Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/564b9a2ae4b0a961e8bd7488/1447795242
435/MERS_Webinar_Summary_10222015.pdf 
27 See InterCEP, Waiting in the Wings: Emergence, Impact and Control of Mosquito-Borne Viruses - Web Forum 
Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/5728e57f45bf21971d54c62b/14622979831
63/Zika_WebForum_Summary_04142016.pdf 
28 See InterCEP, The Sky is Falling: Space Weather EMP's, Solar Flares & Grid Resilience - Web Forum Summary, 
http://static1.squarespace.com/static/55b670ece4b004b66c56e8ca/t/56c77bcb8259b508f2d01577/14559139320
39/SpaceWeatherandGridResilience_ThomasPopik_01122016.pdf 
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