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On March 27, 2019 the International Center for Enterprise Preparedness (INTERCEP) held a live web 

forum to discuss the threat of small Unmanned Aircraft Systems (sUAS), aka drones. Andrew Lacher, 

Autonomy Integration and Adoption Lead at MITRE Corporation, provided an overview of the threats 

posed by drones, discussed ways to mitigate the risks associated them and responded to participant 

questions.  

 

Presentation abstract  

“For several years, The MITRE Corporation has been exploring issues associated with the potential 

security threats that small Unmanned Aircraft Systems (sUAS) also known as drones present. In 2016, 

MITRE sponsored a competition during which eight commercial companies demonstrated in a real-world 

setting the effectiveness of their detect and defeat capabilities against commonly available sUAS 

operating in an unauthorized fashion.  As part of that effort, MITRE began to describe the potential 

threat posed by sUAS using a variety of characteristics. MITRE experts have continued to evolve this 

threat spectrum as we work on counter-UAS-related tasks for our sponsors and as we research the ever-

evolving technology and operational capabilities of sUAS. MITRE used our data-driven observations to 

characterize the sUAS threat. MITRE is sharing its sUAS threat characterization to help the community 

understand the nature of potential sUAS threats and to provide a common vernacular for discussing the 

technical challenges associated with detecting and defeating the threat.” 

 

Introduction 

Mitre was established to serve the public interest as a non-profit organization focusing on science and 

technology. There is currently a lot of interest among some federally funded R&D centers in unmanned 

aircraft from a security stand point.  

What has changed in the last ten years? Drones used to be fixed wing or rotor wing. Most were used by 

flying enthusiasts. In Afghanistan and Iraq they were used for military purposes. Around 2009 drones 

were difficult to fly and there was no regulatory framework pertaining to drones at that time. 

In the last ten years multi-copters, quad-copters, are dominating the drone market. They are now used 

by a wide range of users, including photographers, land surveyors and farmers. Some companies are 

exploring the use of drones to make deliveries. These drones are very sophisticated and they can 

basically fly themselves. A user does not need to have much experience to fly them. Moreover, the 

technology has become extremely accessible, it is possible to buy a drone online, a very sophisticated 

drone, for a few hundred dollars.  
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Another game changer was that the Federal Aviation Administration (FAA) created rules to enable 

drones to operate routinely for commercial purposes. The FAA continues to publish new rules and this 

has enabled a number of applications such as critical infrastructure protection (monitor status of 

railroad tracks, communications towers, etc.), law enforcement, crop monitoring/spraying, wildlife 

monitoring, and security. 

The insurance industry is using drones for claims management and damage assessment for property and 

casualties after disasters such as fires, tornadoes and hurricanes. Power companies and communications 

companies can also use drones to assess damage to their networks after such events.  

In Rwanda they are used to deliver medical supplies and blood to outlying clinics because the road 

network, especially during the rainy season, makes it difficult to use vehicles. These drones are designed 

to be operated by medical technicians. They can drop a package to a target area of about two parking 

spaces, and such applications can save lives. 

 

Future Developments 

The software designed for drones is becoming so sophisticated that a user with little or no experience 

can use one. Moreover, it will soon be possible to have a computer network fly drones with automation 

control. That’s where future changes are likely to happen.    

A number of large companies are actively exploring the use of drones to make deliveries, including food 

and packages. The expectation is that these companies will be able to control hundreds or thousands of 

aircraft, so automated flight is critical and software becomes the pilot.  

 

Drones as a Threat 

Unauthorized uses or negative uses of drones include potential disruptions at airports. There’s been a 

lot of attention in the media around events related to Aviation in major airports, including Newark 

Liberty International Airport, Dubai International Airport, and Gatwick Airport.  

In the case of Newark Airport, for example, pilots in the vicinity of the airport, about nine miles from the 

runway, saw drones and as a result the airport was closed for an extended period. Such events disrupt 

many flights and can have wide repercussions.  

The perimeter of the airport is quite small compared to where Aviation is operating. The approach and 

departure zones extend far from the perimeter. This means that drones can disrupt airport operations 

around a large area.   

Drones at and around a stadium are also a problem. There’s been an effort to educate people that large 

sports events are not areas for drone use.  

Some drones have limiters, or geo-fences, that tell users where they are not supposed to fly, including 

around airports. Unfortunately there are people who figure out how to hack the technology. So for 

every solution there is someone who figures a way around it. 
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Threat Characteristics 

Several different characteristics and combinations of these characteristics constitute threats: 

Operator’s intent. Some users just don’t know what they are doing and others may have malicious 

intentions. An uninformed user, for example, may get the drone right out of the box and want to see 

how high the drone can go. Others don’t follow the rules for flying drones. They may not understand 

why the rules are in place. Or they may feel that what they are doing is more important.  

There are people who take this technology and use it for criminal purposes, to bring harm unto others. 

Technical complexity. There is wide variation in terms of the technology that is available. It can be 

almost toy like for a couple of hundred dollars, or, for a higher price, it can be a military grade drone 

that weighs less than a pound.  

Standardization. Drones can range from being ready to fly right out of the box to those that are 

homegrown. Identifying and mitigating the threat of those that are homegrown may be more difficult.   

Flight Control. They are increasingly controlled by software. A user can point with a finger at a map and 

that’s where a drone will fly. These drones are using cameras on board to fly without the need for GPS. 

They can use image recognition to operate.   

Number of Aircraft. Most drones have been used as single aircraft. However, today’s software allows 

drones to communicate with each other and to form swarms that can collaborate on a common mission. 

Command and control links. Drones used to have an assigned frequency, now drones can be controlled 

by cellular and mesh networks. Some use encrypted communications. They don’t need radios anymore. 

They can be truly autonomous.  

Cybersecurity. Drones can be open source/unsecured, or they can use encryption and other measures to 

make them more difficult to mitigate.  

 

Threat Categories 

If users know the rules they may not want to break them, so one thing the community is doing is 

disseminating more information about the rules, including where drones can fly and where they 

shouldn’t fly, etc.  

ID and tracking capability could soon result in an electronic license plate that could identify drones. 

That’s for users that follow the rules, not for someone intending to do harm. But this technology could 

help distinguish authorized and non-authorized users.  

The drone market continually demands more sophistication and those that would like to use them to 

cause harm can take advantage of more resilient systems.  

Interference.  Drones can be used to interfere with operations.  
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Intelligence, Surveillance, and Reconnaissance (ISR). Drones can be used to keep a watch on law 

enforcement by users who engage in criminal activity. They have also been used to film U.S. armed 

forces oversees in order to collect information about their activities.   

They are also being used for industrial espionage in areas such as new automotive equipment and other 

new products, to get an early picture of the latest models being tested.  

Paparazzi are also using them to get images of celebrity weddings, etc.  

Smuggling/Conveyance. Another threat is the use of drones to smuggle things in prisons and other 

locations, and this includes the smuggling of weapons.  

Weaponization. Drones can also be used as weapons. They can deliver munitions. 

 

Mitigating the Threat Posed by Drones 

Since drones are becoming less reliant on command and control radio and GPS signals, some 

mechanisms to detect them are becoming less effective. Other options include: radar, detecting 

onboard electronics, and detecting the propulsion systems using audio technology. But as technology 

advances new detect and defeat methods will have to be developed.  

Using ID & tracking can help, but unauthorized drones are more likely to be a threat.  

 

Q&A 

IEDs became more sophisticated as we improved detect and defeat mechanisms so it becomes an arms 

race type of thing. 

Is there any regulation that perhaps up to 500 feet above a household could be restricted space? Are 

layers being considered?  

Yes, for security reasons there are certain restrictions or no drone zones, there is a database maintained 

of that. But there is no mechanism for private households. Also, you can’t use them on a national park.  

What about hacks available on the dark web for commercial drones?  

Yes this is an issue.  

Under current regulations what can individuals do to protect their privacy from drones? 

By rule and law a drone is an aircraft, and regulations are that you can’t interfere with an aircraft in 

flight. So it is not recommended to fire at a drone. But law enforcement can do that to mitigate the 

threat of drones. There are authorities for federal agencies to take appropriate actions in US air space.  

It is illegal to be a peeping tom. Those rules still apply to a drone.  

Is there a correlation between the size of a drone and the threat?  
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Larger means they can carry more load, so for explosives or smuggling larger would be good. But smaller 

ones may be more difficult to detect and they are quieter, so it depends on what the malicious intent is.  

 

Additional Resources 

Small Unmanned Aircraft: Characterizing the Threat. 2019. The MITRE Corporation. Available at: 

https://www.mitre.org/sites/default/files/publications/pr-18-3852-small-uas-characterizing-threat.pdf 


